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HacTtoslwee pykoBOACTBO MO 3KcnnyaTaumm (ganee no Tekcty — PJ)
COOEPXKUT CBEAEHMSI O Ha3HaAYeHUW, KOHCTPYKUMM, npuHUune pabdoThl,
TEXHUYECKMX XapaKTEpUCTMKaX YnpaBfsieMoro CeTeBOro kommyrtaTtopa L2+
BOLID SW-324 ALI[1P.203729.006 (maanee no TeKCTy — KOMMyTaTop, YCTPOUCTBO
Unn  mnsgenue) U ykasaHumd, Heobxoaumble [ONA npaBunbHOM U 6esonacHoum
aKcnnyaTaumm.

BHUMAHWE!
' PykoBOACTBO MO 3Kcnnyatauum COAEPXNUT TOMbKO CNPaBOYHYHO
WHOpMauuo, HeobxoauMyro ONS UCMONb30BaHUS  €ro
TEXHUYECKNX BO3MOXXHOCTEN.
- OmnszanmH  uspgenusi, TexHuyeckue xapaktepuctukm wun [10,
YNOMsIHyTble B JaHHOM pPYKOBOACTBE, noAnexar WU3MEHEHUHO
oes obszaTtenbHoOro npeasBapuTenbHOro NMUCbMEHHOrO

yBEOOMIEHWS.
. ToproBble Mapku W 3aperncTpupoBaHHbIE TOProBble MapKMu,
YNOMSIHYTble B [laHHOM PYKOBOACTBE, ABNAKOTCSA

coBCTBEHHOCTLIO NpaBoobnagarenen.
' B cnyyae HaxoxOeHusi HETOYHOCTEWM WM HECOOTBETCTBUN,
obpallanTteck B cnyxby noaaepxku.

BOLID BOLID SW-324 Bep.1 AL1P.203729.006 P3n ot 08.08.2024



BOLID SW-324 Bepcusa 1. PykoBoacTBO NO 3KcnsiyaTaumm 3

COLOEPXAHUE
TOBLUNE CBELIEHUS ........... .ot 5
2 TEXHUHECKUE XAPAKTEPUCTUKMW ...........ccooeeeeeeeeeeeeeeeeeeee e 6
SKOMIMTIEKTHORCGCTD........ ettt s e e e e s e e e e e e e e eaaaas 9
4 KOHCTPYKLS........cooeeeeeeeeeee et e e e e e e e e e e e aaaans 10
AL TIEPEOHSIA TTAHETID ....evneeeet et e et e e e et e e et e et e e e e s s ea e st s e s ea e s e s snseaesansenas 10
e 7N a1 o F o [ Iy VN 2 = 1 P 11
S MOHTAXK UM OEMOHT A . ..ot e e e e e e e e e e e e 12
TR | =12 Y =] =TT V- Yoo = (o Tox 1 [ 12
STV 1" (0] 2 7. S 13
5.2.1 T1oaroTOBKA N3OAEITNA K MOHTAKY ..euuieineeiineeitieeitieeesieeeanessneeenneesnnaeennaanes 14
5.2.1 MoHTax KOMMYTATOPA B 19-CTOMKY ....ccevuiiiiiiieeiii ettt 15
B, 2.2 RIS e 16
5.2.3YCTaHOBKA SFP U SFPH ..o 16
TG 11 1T To] o - G 17
6 MHULUUATIUSALIMA YCTPOWMCTBA ...t ee e 18
B.1 TTEPBOE BKITHOUEHUME ........cvniniiniiniiit it e e e et e et et e e e e e e e e s et e e a e eaeensanaaees 18
B.2 JIOKATIBHDBIM ALIPEC .....oueiititiie ettt et e e et et et et e e e e e e s s et e a e ea s e s anaaees 19
7 BBICTPASA HACTPOWMKA ... e ee e 21
7.1 VIHOOPMALIMS O TTOPTAX .. ctiitinieeteteete e ee e et et s ea s e s s st easeasea s s s s eaeensensensanaenans 21
7.2 BBICTPAS T HACTPOMKA. .....ocenitineee ettt e et et et et e et e e e e e et e e e s e e e anees 23
2 TV A T N A 23
7.2.2 ATPEIMPOBAHME ...ttt et e e e et e et e e et e e e et e e e eenn s 23
7.2.3 1P U MAPLLPYTDBI «.etiietieeetie et e e et e e et e e et e e e e e et e e et e e et s e et e e e eaeeeaeeeannas 24
8 BABOBDBIE HACTPOWMKW ... ee e 25
8.1 PACLUUPEHHDBIE/OBLLME.........ccuiuiteei e e et e e et e et e et e et s e e e ae e s s eneeaeaneens 25
o T I I oo o] T Y/ o X= T Y < IS 25
8.2 PACLUMPEHHDBIE/PELOKO UCTIONIB3YEMDIE .........cuuivnietiitieeeieeeeeeeeeeeaeeaeeneeaeeaneens 26
G T2t I S Y= To 1 F=Tox = (o Yo 1 26
9 HACTPOMKU LOCTYTIA ...ttt ettt 27
O.1 PACLUUPEHHDBIE/OBLUYE ........uceuiuitee e eee e e e e et e et st e et e st s e s e s s s eneeaseneens 27
9.1.1 HaCTPOMKM VLAN ...t et 27
S B I (o] Ta o] T Y/ o TN PSP 29
1S IR o F=Tox oY 1 e= W 1 (o] 0} o] = NN 30
9.1.4 ATPEMMPOBAHYIE .....iieiiie ettt e e e et e e et e e e b e e e et e e e eaan s 33
0. 1.5 TaABMULA MAC ... e e aas 37
9.1.6 Spanning Tree (CBA3YIOLLEE AEPEBO) ....ceevvrrrrieeeeeeiiieeereerenneeeeeennnaaeaens 38
0.2 PEOKO UCTIONMB3YEMDBIE ......cvuieuiitiiteeie it et et et e et e e e eae et s e s et s e s s e s ea e easenseneeeneens 39
0. 2. AL et 39
O I b= TH TN/ = 1 (S = 1= 41
S e B [ €117/ =Y T To] o T 42
S B @ Lo 1 TP 44

BOLID BOLID SW-324 Bep.1 ALIP.203729.006 P3n ot 08.08.2024



BOLID SW-324 Bepcusa 1. PykoBoacTBO NO 3KcnsiyaTaumm 4

0.2, 5 SN P .o — 52
S TG 2 5 0 55
9.3.1 PeTpaHCATOP DHCP ... 55
10 HACTPOMKU BE3OMACHOCTM.........ooieeeeeee ettt 58
O T I B =YY T 1 F= L7 (o Y = 58
O T 2 <10 1t 1) T 59
11 QUATHOCTUKA U OBCIIYXKUBAHUE ... 64
11.1 PACLUMPEHHBIE/OBLUME .......ccuniiuniiteet et e e e et e e e et e e e et e et s et e et e eaneeens 64
I I I o T To o Y o= 11 < P PTRTPPIN 64
11.1.2 HACTPOMKA MOPTOB ....ceeevuieeeiiieaeeteeeeetaeeettaeeeasseeeetnseeeesnaeeestnnaeeennaaeees 64
T1.1.3 TABMULA ARP ..o e e e aas 66
11.2 PACWMPEHHBIE/PEOKO UCTIONB3YEMDBIE ........cccuiviiiiiieiiieieeeiee et e e e e e eaneeans 67
L. 2. L ER P S .o 67
T1.3PACLUMPEHHDIE ......cuucuieeieit et e e et e et e e et et e et e e s e s e e e e a e e e e s anaenaes 76
11.3.1 PELKO NCTIONMB3YEMDBIE ......ceevvieeeeiiieeeeieeeeeiaeeeateeaeataseeeasaaeeessnneeeannaaeees 76
11.3.2 TABIIMLA ARP .ottt e e et eaaeans 77
11.4 AOMUHUCTPUP-HUE ......onenitiit ittt et et e et e e e e e s et et e e a e e e aaaees 78
11.4.1 T1ePE3arPY3KA CUCTEMDL. .. ccevuueeertneeeiteeeeetseeeateeeeatseeeasnaeeeasaeeesnnaaeenes 78
11.4.2 BOCCT. «I1O YMOJTUAHMEOM ..cevvuieiiiiieeeiiieee et e e e eae e e et s e e eeteeeeaa s e e eaaneaeeees 78
11.4.3 3aBOACKMNE HACTPOMKM .. .ceuueerneeerneeitieeetieeeeeeeeteeeetee et eessneesneeetnaesrnaees 78
11.4.4 HaCTPOMKN YIIPABIIEHUS .. .ccvvueeiiieeeeeiieee et e e e eae e e et s e e eateeeeat s e e eaaneeeeees 79
11.4.5 OOHOBIIEHUE TTO ..c ittt e et et e e e e e 79
11.4.6 SEPKATNMUPOBAHME. ......ueeeeeeiiiieeeeeaiieeeeeeettnseeeeeestseeeeeassnaaeeeessnnaeeeaennns 80
I A = o T PP PUPPSPPR 81
12 PABOTA C YTUITUTOM «BOLID VIDEOSCANS .....veieeeeeeeeeeeeeeeeeeeeeeeee e eeae e, 82
13 TEXHUYECKOE OBCJ1Y>KUBAHUE U NMPOBEPKA
PABOTOCIIOCOBHOCTHU ........cooeeeeeeeeeeeeeeeee et e e e 83
14 BOSMOXHbIE HEUCINMPABHOCTU U CMNOCOBbI UX YCTPAHEHUA ......... 84
(T 2 =11 10 - [ 85
PO MAPKUPOBKA ...ttt e e e e e e et e e s e e e e e e e e e e e e e eeeeees 86
(A Y- N, (0 ] = 0 N 87
TBXPAHEHMUE .............. ... e et e e e 88
19 TPAHCTIOPTUPOBKA ... ...ttt e e e e e e e e e 89
20 YTUTIUSALLUG ...ttt e e e e e e e e e e e e e e e e e eaaans 90
21 TAPAHTUU USFTOTOBUTETIA ...t e e 91
22 CBEOEHUA O CEPTUDUKALINWN ...t e e 92
23 CBEOEHUA O TIPUEMKE.............o oo, 93
FIPUTTOKEHWUE A ....... .ottt e e e e e e e e e et e e e e e e eeeeeeneessenes 94

BOLID BOLID SW-324 Bep.1 ALIP.203729.006 P3n ot 08.08.2024



BOLID SW-324 Bepcusa 1. PykoBoacTBO NO 3KcnsiyaTaumm 5

1 ObLLUME CBEOEHUA

1. YnpaBndemMmbln CeTeBOM KOMMYTATOP C MNOAOEPXKKON YHKUMK L2+
npegHasHayeH Aansi COEOMHEHUS1 HECKOSNbKUMX Y3OB  KOMMLIOTEPHOWM CETU
B Npeaesiax 04HOro Unu HECKONbKNX CErMEHTOB CETM.

2. He nogoepxusaet TexHonoruo PoE.

3. [pn coBMECTHOM MCMNoOMb3oBaHUM C npeobpasoBaTensMn UHTepdEncos
«C2000-Ethernet» nossonseTr KOMMYTUPOBATb CUrHasibl OXPaHHO-NOXaPHbIX
npnoopos MCO «OpuoH», a Takke NpUbOpPoB APYrMx CUCTEM.

4. Obnactb NPUMEHEHNS1 N3genns: CUCTEMbl BUOEOHABMOOEHUS, OXPaHHO-
noxapHas curHanudaumsa, CKY[l, cuctembl KOHTpONs W gucnertyepusauum
0O bEKTOB.

5. KommyTaTop paccynTaH Ha KpYrnoCyTO4YHbIN peXxnum paboThbl.

6. KommyTtaTtop aBngaeTcsa BOCCTaHaBNMUBAaEMbIM, nepuoanyeckm
obcnyxneaemMmblM n3genuem.

7. Kommytatop npegHasHadyeH ans paboTbl B XKUMbIX, KOMMEPYECKMX
N NPOM3BOACTBEHHbIX 30HAX.

8. KOHCTpyKumna koMMyTaTtopa He npegycmaTtpmBaeT €ro Ucnosib3oBaHue
B YCNOBUAX BO30ENCTBUA arpeccuBHbIX cpea, Nbinn, a Takke

BO B3pPbIBOMNOXapOOornacCHbIX MOMeELLEHNAX.
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2 TEXHUHECKUE XAPAKTEPUCTUKHA
OCHOBHblE TEXHUYECKME XapaKTEPUCTUKM YCTPOUCTBA WU CEPBUCHbIE
ocobeHHOCTW nNpefcTaBfeHbl HUXe (cM. Tabnuua 2.1).

Tabnuuya 2.1 — OCHOBHbIE TEXHUYECKME XapaKTEPUCTUKN™

HaumeHoBaHue napameTpa | 3HavyeHue napameTpa
CeTeBble UHTEepdENCHI
O6bLuee KonMyecTBo 36 nHTepdencos
RJ-45 MopT Ne 25 — 32: 10/100/1000 Base-T
SFP MopT Ne 1 — 24: 100/1000 Base-X (SFP)
SEP+ (I'ISon;Jr;\lg 33 — 36: 1000/10 000 10GBase
O6opynoBaHue
[MopTbl RJ-45 8 nopTos
MopTbl SFP 24 noprta
MopTbl SFP+ 4 nopta

QnekTponuTaHne (NepemMeHHbIN TOK)

Hanps»keHne nutanusa yctponctea | 100 — 240 B nepemeHHoOro Toka

[MoTpebnaembin TOK 1A

15 BT B eXypHOM pexnme

[MoTpebnsiemass MOLHOCTb -
P = 100 BT npu nonHon Harpyske

[Mpon3BoanTENLHOCTL
YpoBEHb L2+
Twvin Ynpaensembin

Bpemsa TexHnyeckon rotToBHOCTH

npuodopa Kk pabote S0c¢
KommyTaunmoHHas matpuua 221 Gbps
S:sepfoc;;b NepeHanpasneHns | - Mpps
Bydep nakeTtoB 32 Mb
Tabnunua MAC agpecos 32K
Cratundyeckas Tabnuua MAC 256
agpecos

Uncno VLAN 4 K
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HanmeHoBaHue napameTtpa

3Ha4vyeHue napameTpa

MopaepxvBaemble cTaHaapThI

IEEE 802.3, IEEE 802.3u, IEEE 802.3X,
IEEE 802.3ab, IEEE 802.3z, IEEE 802.3ad,

IEEE 802.3ae

IP nHTepdencol

128

MapwpyTbl IPv4

128 cTaTnyeckmx MapLipyToB

OyHKUMN

ARP

1K

Mak agpecca

Mopaepxka ctatndeckoro MAC-agpeca

[MpoTOKOM NOKpbIBAKOLWErNO AepeBa

STP, RSTP, MSTP n ERPS

VLAN

802.1Q

YnpasneHne noTokamm

MNopoepxka ynpasfieHus
Ha ocHoBe IEEE802.3X

NOTOKOM

ArpernpoBaHue (06beanHeHune)
kaHanos

LACP, ctatndeckoe arpermpoBaHme

3epKanvpoBaHite nopTos 1:1 (OgmH «k ogHomy), N:1 (MHoro
K OHOMY)
MynbTuseLaHmne IGMP Snooping
DHCP-cepsBep, DHCP-knueHT
DHCP n  oTcnexusaHne CTopoHHux DHCP-
cepBepoB
5E30MaCHOCTL IEEE802.1x, noggepxka ACL un 3awuThbl
OT neTernb
QoS Ha ocHoe COS, 8 ouepeaen Ha nopr,
QoS lwennupoBaHue Ha nopTy, QOS Ha ocHoBe

DSCP

3arpy3ka W BbIrpy3ka panna HacTpoek,

CucrtemHoe obcnyxusaHue obHoBneHne MPOLLUNBKMY, CUCTEMHBbIN
KypHan
YrpaBrneHue yCTPONCTBOM Beb-uHtepcpeitic, TELNET, CLI, SNMP
g yerp V1/V2C/IN3

[MooaepxuBaeT Moaynu
cnegyloLwmx TMNos

1.25 G 850 nm, 2 Hm, LC, Multi-mode
1.25 G 1310/1550 Hm, 20 «km, LC,
Single-mode 1.25 G 1550/1310 HM, 20 KM,
LC, Single-mode 10 G 1330/1270 HMm,
20 kM, LC, Single-mode 10 G 1270/1330
HM, 20 kM, LC, Single-mode 10 G 850 HMm,
300 m, LC, Multi-mode

=l=]il=)
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HanmeHoBaHue napameTtpa

3Ha4vyeHue napameTpa

Obwwue ceBegeHus

[MopT ynpaBrieHus

1 nopT (RS-232)

[MpenenbHoe
MMMNYNbCHbIX MOMEX

HanpskeHne

2 kB/1 kB**

CreneHb 3awWwmTbl 060NOYKM NO
FOCT 14254-2015

IP40

YCTONYMBOCTb K MEXaHUYECKUM
BO3ENCTBUAM MO

FOCT 25 1099-83

KaTteropus pasmelueHus 3

anana3oH 1-35Ty
BubpauuoHHble | YacToT
Harpy3sku MakcumansHoe |

ycKopeHue 9
OTHOCUTENbHas BIaXHOCTb | 1 10 9% no 90 %
BO3dyxa

[unana3oH pabounx TemnepaTyp

OT1-10 °C po +55 °C

[[@abapuTHblEe pa3mMepbl

360x440%x43,6 MM

Macca 3,60 kr

Bpemsa HenpepbiBHOW paboThI KpYrTIOCyTOMHO
KOMMyTaTopa

CpeaHsisa HapaboTka npmnbopa Ha

OTKa3 B AEXYPHOM pexume 80000 y
paboThl

BeposaTHOCTb 6€30TKa3HOM 0,98758

paboTbl 3a 1000 Y

*TexHn4eckune XapaKTEPUCTUKN MOTYT OTJINHATBCA OT 3aABJIEHHbIX.

**B 3aBMCMMOCTU OT CMH(PA3HOro NN PasHOCTHOrO CUrHasnos.

Mo  ycTtonuymeBoCTM K

cooTBeTCTBYeT TpeboBaHUAM TpeTben CTeneHn XKECTKOCTH,

kayecTBa yHKUMOHMPOBAHMS

ANEKTPOMarHNTHbIM

noMexam  KOMMyTaTop
C KpuTepuem

A, COOTBETCTBYHLMX CcTaHOapToB,

nepeuvncneHHoix B MNpunoxeHnn b NOCT P 53325-2012.

KommyTaTtop

YOOBETBOPSIET

HOpMaM MHOYCTPUanbHbIX nomMex,

yCcTaHoBIIeHHbIM Ans obopynosaHus knacca b no FOCT P 30805.22.

=l=]il=)
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3 KOMIMNEKTHOCTDb
CoctaB wu3genusa npu noctaBke (KOMMSIEKT MOCTaBKM KOMMYyTaTopa)
npeacrasneH Huxe (Tabnuua 3.1).

Tabnuuya 3.1 — KomnnekTt noctaBku*

Ob6o3HauyeHue HanmeHoBaHue KonunuyecTtBoO
ALP.203729.006 KommyTtatop «BOLID SW-324» 1 wr.
ALIOP.203729.006 PykoBoaCTBO No akcnnyatauum n3genuvs ]

3K3.
P3 «BOLID SW-324»
KpenneHue B CTOMKY 2 Wr.
BuHT M3x%5 O WrT.
Kabenb nutaHung, 250 B nepemeHHOro Toka 1 wr.
KoHconbHbIN Kabenb 1 wr.

SFP moaynb*™* —

SFP+ mogynb** —

*KOMNNEKT NOCTaBKM MOXET OTNMYATLCS OT 3asiBNEHHOTO.
**_ [ocTaBnsloTcA NO oTAenbHOMYy 3akasdy. CnMCoK COBMECTUMbIX

KOMMNeKTHbIX SFP-mogynen ykasaH B «[1punoxeHue A».
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4 KOHCTPYKUUA
4.1 NMEPEOHASA NAHENb

Ha pucyHke Hmxe (PucyHok 4.1) nokasaH BHELUHUA BUA NepegHen naHenu
KOMMyTaToOpa, OnucaHwe TMopToB W WHOMKATOPOB CMOTpuTe B Tabnuue
(Tabnuua 4.1).

IIIIIIIIIIlIIIIIIIIIIIIIII|IIItIIII'|IIIfIIIIlIIIlIIIIlIIIIIIIIIIIIIIIIIIIIIIIIII'|II|II|IIIIIIIIllllll‘llllllll

BOL'D
L LR .

e

!HIIIIIHlllllllllllllll!llllllIllllllllllllllllllllllllIIIHIHlllllllIIIIIIIIIlllIllllllllllllllllllllll
PucyHok 4.1 — lNepenHasa naHenb
Tabnuua 4.1 — [NopTbl N NHOMKATOPbLI NepeaHen naHenm

MapameTp OnucaHune

PWR CBeTOBOM MHANKATOP SNEKTPONUTaHUS.

CBeToBOW  MHAMKATOP  COCTOSIHUSI  KOMMYyTaTopa.
MuraHne uHOMKaTOpa O3HA4YaeT HopMmarnbHyl paboTy

SYS .
ycTponcTBa. [lpn HapyweHusix paboTbl KOMMyTaTopa
nHamkaTop 6yaeTt ropeTb HeNPepbIBHO.
ALR CBeTOBOW UHAMKATOP TPEBOIN.
Reset KHonka cbpoca Ha 3aBogckume HacTpomku. NMNogpobHee
0 cbpoce cmoTpuTe «3aBOACKNE HACTPOMKM.
Console
[MopT cepBMCHOro 06CNyXnMBaHUS.
(RS-232)

24 nopta 100/1000

MNopTbl onga nogknyeHna moaynen ctaHpgapTta SFP.
Base-X (SFP) PTELA A Ay Aap

8 noptoB

MopTel cTangapTa RJ-45 (bes noanepxkn PoE).
10/100/1000 Base-T P Aap ( AAep )

4 nopTa
P MopTbl ANs nogknoYeHuss moaynen ctaHgapta SFP+.
1000/ 1(%?:0F(’)+§3ase-x dakTuyeckas ckopocTtb Ao 10 6/c.
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4.2 3AOHAA NAHENb

KOHCTPYKTMBHO KOMMYyTaTOp BbINOSIHEH B METanfM4eckoMm Kopryce,
noaxoauT ANs KpenneHusi B CEPBEPHYHO CTOMKY.

Ha 3agHen naHenu yCcTpOMCTBa pacnofioXXeH BUHT 3aLMTHOrO 3a3eMIIeHNs,
BEHTUMSLUMOHHbLIE OTBEPCTUA U pa3beéM nuTaHus c nogaepxkonm 100 —240 B

nepemMeHHOro Toka.

PucyHok 4.2 — 3agHsasa naHenb
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5 MOHTAX U AEMOHTAX

5.1 MEPbLI BE3ONACHOCTU

BHUMAHWE!
MoHTaXX npou3BOAUTbL TOMbKO MNPU  OTKIMIOYEHHOM  HanpsXXeHuu
nUTaHUA.

BHUAMAHNE!
Bce Buapbl paboT ¢ nsgenvem Bo BpeMs rpo3bl 3anpeLuaroTcs.

1. MoHTaX W© TexHudeckoe OOCnyXMBaHME KOMMyTaTopa  [OOSTKHbI
Npon3BOAUTLCA NUUAMU, UMEKOLWMMU KBANNMPUKALUMOHHYIO rpynny MO TEXHUKE
6e30nacHOCTN HE HUXE BTOPOM.

2. KOHCTpyKumMs KomMMmyTatopa yaoBsneTBopsieT TpeboBaHMsIM MOXapHOWM
N anekTpobe3onacHoCTH, B TOM yucne B aBapuMHOM pexnme
no NOCT 12.2.007.0-75, TOCT P 50571.3.

3.Mlpy  ucnonb3oBaHUM  KOMMYyTaTtopa  BHUMATENIbHO  OTHOCUTECH
K (PyHKUMAM  BHeELWHero nutaHus. [Ona obecnevyeHnsa 3awuTbl  CUCTEMDI
OT BHE3anHblX KPaTKOBPEMEHHbLIX CKAa4YkOB  3NEKTPONUTaHUS  MUCMNOSb3ynUTe
orpaHuunTENDb  HanpskeHusi,  dopMmupoBaTenlb  fIMHUM UMW UCTOYHUK
becnepebonHoro nutaHmna (UPS).

4. He yctaHaBnnBamTe KOMMYyTaTOp B MecTax: Temnepatypa B KOTOpPbIX
onyckaetcsa Hwxe MuHyc 10 °C  wn/unn  nogHumaeTca Bblwe nntoc 55 °C;
C BnaxHoctbto Bbiwe 90 %; MOBbILWEHHOrO WchapeHuss U  napoobpasoBaHUs;
yCuneHHon subpaumn.

5. MNpn MOHTaxe npoBoAa ANEKTPONUTaHUS U BbIXOAOB crieayeT OCTaBUTb
AOCTaTOMHOE MNPOCTPaHCTBO AfA  Nerkoro goctyna npyv  ganbHeunwem
obcnyxneaHum nsgenusi.

6. NpenoTBpallante MexaHun4eckune noBpexaeHus KOMMyTaTopa.
HecooTBeTCTBYHOLLME YCIIOBUSA XPaHEHUs U 3KChnnyaTaumm KoMmmyTaTopa MOryT

NPMBECTU K MOBPEXOEHNIO.
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7.B cnyyae ecnu OT wu3genuss MAOET ObIM WNU HEMOHATHbIE 3anaxu,
HEMeOMNEHHO BbIKOYNTE NMUTAHME U CBSXKUTECb C aBTOPU3OBAHHbLIM CEPBUCHBLIM
LEHTPOM (BaLLMM MOCTaBLLMKOM).

8. Ecnn, Ha Baw B3rMs4d, usgenne paboTaeT HEKOPPEKTHO, HU B KOeM
cnyyae He nblTanTecb pasobpaTtb ero camocTosaATenbHo. CBSXUTECH
C aBTOPM30BaHHbIM CEPBUCHBLIM LLEHTPOM (BaLUMM NOCTaBLLUKOM).

9. He ponyckanTe YCTaHOBKY W3Oenust nog BO3OEUCTBMEM  MPAMbIX

COJTHEYHbIX nyqul N BONIM3N UCTOYHUKOB, n3ny4yarowmnx Tenso.

5.2 MOHTAX

1. PasmelleHMe “ MOHTa)X [JO/MKEeH NpoBOAUTLCS B COOTBETCTBUM
C NPOEKTOM, paspaboTaHHbIM ANns AaHHoro obbekTta. [lpy 9TOM B MNpoeEkTe
AOIKHbI ObITb YYTEHbI:

— YcnoBua aKkcnnyaTauum n3genunm,

— TpeboBaHua K ANUHE N KOHGUIypaunn fIMHUA CBSA3MN.

2. TexHonornyeckas nocrnenoBaTenbHOCTb MOHTaXHbIX  onepauumn
onpegensaeTca ncxoasa ua ygobctea nx npoBeaeHms.

3. 3anpeluaeTca yctaHaBnueaTb onmxe 1 M OT 3NIEMEHTOB OTOMEHUS.

4. 0nsa Bblbopa TUnNa kabena KW cevYeHUss NpPoBOAOB HeobxoauMo
PYKOBOACTBOBATLCA HOPMATUBHOM AOKYMeHTauuen.

5. YcTaHOBKa nsgenuvs ofmkHa oteBevaTtb criefyrowmm TpeboBaHNAM:

— HOoukaTopbl COCTOSAHMST Ha nepegHen naHenu MoryT ObiTb  nerko
NPOYMTaHbI;

—Y noptoB [OoOCTaToOMHO CBOOOOHOrO nMpocTpaHcTBa AN AocTyna
M NOOBOAKN Kabenen;

— Pa3bém NUTaHUS HaxoamuTcs B npegenax AocaraeMocTu
ANs NOOKMYEHUS K UCTOYHMKY NUTaHNS;

— N3penune 3asemneHo cornacHo [MY3-7 n.1.7.126 (ceyeHue mMeaHOro

kabens: = 2,5 Mm%, CONPOTMBIIEHNE OTHOCUTENBHO 3eMnu: < 4 OMm);
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— ObecneyeHa BO3MOXHOCTb CBOOOAHOM UMpKynauum Bosgyxa. Cnegyet
nsberatb Nneperpesa, BMaXHbIX U MNblflbHbIX MECT;

— [Ansa nosbiweHna oTkaszoyctonmumsoctn COT, npm opraHusauum ceTu
nnTaHns KOMMyTaTopa pekoMeHayeTcs MCNoNb30BaTb NCTOYHUKN
becrnepebonHOro NMTaHus.

6. Pacnakynte obopygoBaHne 1 npoBeaguTe BHELLUHWA OCMOTP Ha npeamet
HanMuus NOBPEeXAEHWUA, KOTOpble MOryT BO3HUKHYTb MNPU TPaHCMNOPTMPOBKE.
Mpy nx Hanu4UMM CcocTaBbTE aKT B COOTBETCTBMM C [OrOBOPOM O MOCTaBKe,

N3BECTUTE MNMOCTaBLLUNKA N HAMpaBbTe OANH 3K3EMIMIAP akKTa B aApecC NocCTaBLUUMKA.

5.2.1 MNoaroTtoBKa Usaenna K MOHTaxy

BHMAHUE!

[Mpn MOHTaxe npoBOJa 3NIEKTPONUTAHUA W BbIXOLOB criegyet
OCTaBUTb [0CTaTOMHOE [MPOCTPAHCTBO [NA JIerkoro [octyna
npu ganbHenwem obcnyXmBaHMn yCTpoMUCTBa.

KommyTaTop npegHasHayeH Ans YCTaHOBKM B CTOWMKY, HA MOMKY UMW CTON.
B koMnnekT nocraBky KOMMyTaTopa BXOAMT KOMMMEKT AN KPEenneHust B CTOWKY,
COCTOSILLMI N3 ABYX CKOO U LUECTN BUHTOB.

[abapuTHble pa3sMepbl KOMMyTaTopa MpPMBEAEHbI HA PUCYHKE HMXKE

(PucyHok 5.1, PucyHok 5.2).

300.0 mm
304.0 mm

PucyHok 5.1 — NabapuTHble pa3mepbl
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440.0 MM

31.8 MM

44.0 MM

464.4 MM

482.0 MM

PucyHok 5.2 — NabaputHble pasmepsbl
5.2.1 MoHTaxX kommyTaTopa B 19”-cTOnKy
1. YcTtaHoBuUTE M 3adukcupynute npu MNOMOLM BUHTOB U3 KOMMIEKTa
NocTaBku KpensieHns (Ckobbl) Ha Koprnyc KOMMyTaTopa.
2. YCTaHOBUTE KOMMYTaTOP B CTOMKY C Y4ETOM JOCTATOMHOIO NPOCTPaHCTBa
ans kabenen Ha 3agHen naHenun n ¢ ydeTom cBOOOAHOW LMPKYynAuuM BO3OyXa,

HE nepekpbiBad BEHTUNALNOHHbIE OTBEPCTUA.

3. 3admKkcupynTe BUMHTaAMK, MNOCTaBMSEMbIMW CO CTOWKOW, KOMMYTaToOp
K CTOMKE.

@@@@@O@?

PucyHok 5.3 — MoHTax kommyTaTopa B 19”-CTOMKy
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5.2.2 RJ-45

Onsa nogkniodeHuss Kk noptam Ethernet cnegyer ucnonb3oBatb kabernb
«BuTasa napa» kateropum 5 nnu 5e (CAT5 nnn CATSe).

[onyckaeTcs Ncrnonb3oBaHme Kak 9KpaHMpPOBAHHOTO, Tak n
HeakpaHUpoBaHHOro kabens. Kabenb noacoeanHsieTcss K pas3bémam RJ-45
KOMMyTaTopa C NOMOLLbI0 cTaHaapTHoro wrekepa 8P8C.

PacnuHoBKa kabens

1,2,4,5(V+),3,6,7,8(V-)

1 — beno-opaHXeBbii
2 — OpaHxeBbIN

i) =S 3 — beno-3enéHbin

| | 4 — CHMN

5 — beno-cuHumn

6 — 3enéHbin

8P8C 8 — KopuyHesbin

5.2.3 YctaHoBKa SFP n SFP+

BHMAHUE!

— He cHumanTe nbinesawmnTHyo 3arnywky ¢ SFP-moayns, Takke
HE CHMMaNTe 3alUTHbIN KOMNMa4oK C ONTOBOSIOKOHHOrO kabens
00 ero  nogcoeamHeHus.  3aluMTHas  3arfywka W Konnadok
3aluwarT onTUYeckMe pasbeMbl U Kabenb OT 3arpsi3HEHUNn
N OKpy>KatoLLlero ceeTa.

— He yctanHaBnueainte SFP-moaynb C NOAKIMHOYEHHbIM
ONTOBOJSIOKOHHbIM Kabenem B cnoT. [lpexage 4Yem yCTaHOBUTH
SFP-moaynb U3BNEKUTE ONTOBOSIOKOHHLIN Kaberb.

— MHoOrokpatHasa ycTtaHoBka W u3BnedyeHne SFP-mogyns moxer
COKpaTUTb ero CpokK akcnsiyatayun.

—Mpu nogknoyYeHMn K KOMMYyTaToOpy W OPYrMM  YCTPOUCTBaM

cobntopganTte CTaHOapPTHbLIN nopsiaok paboT
C nnaTamu N 3NEKTPOHHbLIMU KOMMOHEHTaMMU, YTOObI
npenoTBpaTtUTb  MNOBPEXOEHUST U3-3a  3NEeKTPOCTaTUYECKNX
pa3psaos.
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1. 3akpenute Ha pyke aHTucTaTmyeckum 6pacnetr u noagcoeanHuTe
€ro K To4YKe 3a3eMsieHnsa Unn meTannyeckon NoOBEPXHOCTH.

2. \3BnekuTte Moayrnb 13 ynakoBKW.

3. Mogkniounte SFP-mogynb B pasbEM  KOMMyTaTopa [OO MNOSIBIIEHUS
XapaKTepHOro Lenyka gukcaumm mogynsi.

4. A3Bneknute NbiNesawnTHy0  3arfiywky u3  moaynsa. Ybegutecs,
YTO (puKcaToOp C LBETOBOM MaPKUPOBKOW HAaXoOUTCA B 3aLLESIKHYTOM COCTOAHUN.

5. B cooTBeTcTBUM C yKkasaTensMu nepegaTymka v (TX) u npuemHuka

A (RX), BcTaBbTe ONTOBOSIOKOHHLIN Kabesib B pa3beéM MOAynS.

PucyHok 5.5 — lNogkrnoveHuns

5.3 JEMOHTAX
[leMoHTax n3genus nponssoauTcs B 06paTtHOM Nopsiake Npu OTKITHYEHHOM

Hanps>XXeHnn nnTaHuns.
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6 UHULWMANTU3ALUA YCTPOUCTBA
6.1 NMEPBOE BKNMIOYEHUE

Lar 1. Y6eantecb, 4TO ceTeBasi KapTa KOMMbOTEPA HaxoOUTCA B TOM Xe
nogceTu, 4To M KoMMyTaTtop. 3anyctute Beb-Opay3ep U B afpecHOM CTPOKe

BBeauTe IP-agpec kommyTtatopa, no ymonyanuio (192.168.1.110).

Mo ymonyaHuio nNpu nNepBOM BKIKOYEHUM KOMMYTATOP WMeeT CcTaTuyecKumn
ceteBoun agpec IPv4:

IP-agpec 192.168.1.110

Macka nogcetn | 255.255.255.0

Lar 2. B nosiBnBwemca okHe BBeauTe nma nonb3osartensa (admin) n naposnb
y4yéTHou 3anucu (admin). MIHTepenc Bxoga B cCUCTEMY NOKa3aH Ha PUCYHKE HKE

(PucyHok 6.1).

Y4Yé€THble AaHHble N0 YMOYaHMIO NPU NEPBOM BKIOYEHUN KOMMYyTaTOpa:

Mma nonb3oBaTtensa admin

Maponb (N0 ymonyaHuio) admin

KOVIMYTATOP

PucyHok 6.1 — Bxog

LWar 3. [lanee yctaHOBUTE HOBLIA Napofb yY4€THOW 3anucyn admin. Maponb
OOJDKEH npeactaBnaTb cO60N KOMOMHALUUIO NTaTUHCKUX DYKB BEPXHErO N HUXKHErO

perucTpa, AfIMHOMN He MeHee 8, HO He Boree 32 CMMBOMOB (CUMBOJSIbL: « ' », « " »

« ;», «:», « & » HegonycTumbl Ans Beoaa). Mocne BBOoAA Mapons HaXmuTe

«MopTBepanTb» (PnucyHok 6.2).
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AZMUHWUCTPATOP MEHAET Napok

Hoewiit Napons |

MoaTeepanTe
Maponb

Toarsepamrs

PucyHok 6.2 — YcTaHoBKa napons

War 4. [Ina Bxoga, NOBTOPHO BBeAMUTE HOBbIN Maposib YY4ETHOW 3anuncu

admin 1 HaxmuTe KHomnky «Bxoa».

KOVIMYTATOP

PucyHok 6.3 — Bxog

6.2 JIOKAIbHbIAN AQOPEC

Lar 5. MNocne nepsoro Bxoga B CUCTEMY U3MEHUTE CETEBbIE HACTPOMKMK
KOMMyTaTopa B COOTBETCTBMM C NapaMeTpamu BalLEN CETW.

[Ons n3aMeHeHus napamMeTpoB Ha MNaHenu ObICTPON HACTPOWKU HaXMUTE
KHOMKY «JlokanbHbIN agpec» W 3aganTe uMs ycTpoucTtea, IP-agpec v npeduke

noaceTu. MNepesarpyante yCTponcTBO.
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JlokaneHel agpec X

] [0} 0 Qs
Wms ycrpoiictea o na Twvn HocuTens

IP agpec 0%
Mpeduke noaceTi 0% Fiber
0% Fiber

0% Fiber

0% Fiber

1G Full 1 0% 1.2% Fiber
Down 1 0% 0% Fiber
Down 1 0% 0% Fiber

Down 1 0% 0% Fiber

PucyHok 6.4 — CeTeBble HaCTPONKK

LWar 6. [llocne wu3MeHeHUs1 HacTpoek Beb-UHTepdenc [ormkeH ObiTb
AocTyneH no-HosoMy |P-agpecy. KoppekTHbiM BXo4 B CUCTEMY MNPOM3BOAUTCS

C HOBbIMW YYETHbBIMM OaHHbIMK admin.
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7 BbICTPAA HACTPOUKA
NHTepdenc ObiICTpoM HacTpouMKM BKNYaeT B ceba rpaduyeckyro
N TEKCTOBYD WMHAOPMAaUMUIO O COCTOSIHAM MOPTOB, MH(OpMaUMIO O CUCTEME,

N naHenb 6bICTPON HACTPOUKN.

2 Trunkc Doan @ of Diovem 2 ] % Fiber
Aecos Do @ o Dicvem ki o o Fiter
Acoess Down @ off Dawn 2 % o% Fiber
5 Actess Down @ ot Deormny 3 L] 0% Fiber
Acceis U @ on 1G FuE 4 [
Access Doan @ oft D E %

& Accei Doan @ off Dioren

%
o

0% % Fites
Actess Down @ off Down o o
o Accers Demn @ o Down ¥ Lol o
o o%

1 Access Doan @ off

-Pl/lcyHMOK 71— 5b|c+paﬂ HacTpouKa

7.1 U HOOPMALMSA O NOPTAX
pacbmnyeckass naHenb npeactaBndgeTr cobon u3obpaxeHue nepeaHen

naHenu kommyTtaTtopa. OTobpa)kaeT COCTOsIHME MOAKMIOYEHNS K MOpTaM B pexume

peanbHOro BpeMeHM!.

PucyHok 7.2 — 'padomndeckasn naHernb

[MapameTpbl  TEKCTOBOWM  MaHenu onucaHbl B Tabnuue - Hwxe

(cm. Tabnuua 7.1).
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\\\\\\\\

o Dawn 1 O o Fllser

Dewn @ on Demm 1 % 0% Filser

Down @ on Down 1 0% 0% Fiber

PucyHoK 7.3 — MIHhopMaLMOHHas naHesb

Tabnuuya 7.1— TekcTtoBas nHpopmMaumna o nopTe

MapameTp OnucaHue
MopT Homep nopta. CooTBETCTBYET YNCNY HA NTMLEBOM NAHENN.
Twvn nopTta HoctynHbl Tpu Buga: Access, Hybrid n Trunk.
— Up — nopT NoaknoYyeH;
Kanan — Down — nopT OTKMIOYEH;
— Disabled — nopT BbIKMOYEH.
YnpasneHue
OTOKOM CocTosiHMe ynpaBneHust MOTOKOM.
OTobpaxkaeT TeKyLlyld CKOPOCTb M B KakOM pexumme
CkopocTtb/[lynnekc | nepegaym napannensHom (Full) wnn nocnepoBaTenbHOM
HaxoauTcs nopT.
VLAN NoeHtndgukaTtop VLAN.

[Mpuem nakeTtoB

Harpyska B npoueHTax OT MaKCUManbHOMW MNPOMyCKHOMN
CNOCOBHOCTU NPMHUMAEMbIX MOPTOM MAKETOB.

OTnpaBka nakeToB

Harpyska B npoueHTax OT MaKCUManbHOM MNPOMYyCKHOMN
CNOCOBHOCTUN NepeaaBaeMbIX MOPTOM NAKETOB.

Tun HocuTensa

[NokasbiBaeTca TMN NOAKIHOYEHHOro HOCUTENSA curHana.
— Copper — megHbIn kabenb;
— Fiber — BONOKOHHO-ONTUYECKUI Kabenb.

=l=]il=)
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7.2 BbICTPAAA HACTPOUKA

104

TNokancHeii agpec ArpernposaHwe IP v mapwpyThi

PucyHok 7.4 — MeHto

7.2.1 VLAN

nyHKT MEHIO 6blCTpOI?I HaCTpOVIKM no3BoNiAeT U3AMeHATb paHee CO34daHHble

HacTpokn VLAN Ha nopT. Ona nonyyeHuss 6onee nogpobHom wHGOpmMauum

nepenanTe B NyHKT MeHto «HacTtponkn VLAN».

Epcva nporpammoro obecnevens  LUULIUUFUUZUR

VLAN X A 2 192.168.68.111
Mopr Pexum  MopTVIAN | o3PeuleHHbie
1 Access 1 =
2 Access 1 jakeTOB OTnpaeka
3 Access 1 o 0%
4 Access 1 0%
5 Access 1 o 0%
3 Access 1 0%
k) [ 4 T 3 0%
0%

Down 1 0% 0%

PucyHok 7.5 — VLAN
7.2.2 ArpernpoBaHue

Cdopmupyiite M3 HECKONbKUX (U3NYECKMX MOPTOB KOMMYyTaTopa OAWH
NOrMYEeCKUn MNopT, AN yBenuyeHust OoOLled MPOMyCKHOM  CrocoBHOCTM.

[na nonydyeHna 6onee nogpobHon WHdoOpMauuK nepenanTe B MNYHKT MEHIO
«ArpervpoBaHue».
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|
Db -
| oibiea -
_Ilublld -
| Disibies -
| Disibled -

|

PucyHok 7.6 — ArpernposaHuve

7.2.3 IP v MmapLwipyThbl

Cosgante wn coxpaHute |P-agpec BupTyanbHoro wuHTepgenca VLAN
n IP-mapwpyT ONA OCYLWEeCTBNEeHUs MapLlupyTu3aumm nakeToB, Mexay CeTamu
NCXOOs M3 BalLMX NOLKMOYEHNIA K YCTPOUCTBY. [ANnsa nonydeHus 6onee nogpobHom

MHGOOPMaLMK NepengnuTe B NYHKT MeH0 «IP/MapLupyTbi».

PucyHok 7.7 — IP n MappyTbI
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8 BA3OBbIE HACTPOUKU
8.1 PACWWMPEHHBLIE/OBLUME
8.1.1 KoHdwmrypauus
8.1.1.1 Undopmauus o cucteme
NHTepdenc BBoaa, U3MEHEHWA W NPOCMOTpa CUCTEMHOW WHGOpMaLUU,

naHenu ¢ wuHgopmaunen o nporpaMMHOM obecnedyeHun, annapaTHOM YacTu
N BEPCUM YCTPOUCTBA.

BHMAHWE!

ByobTe ocTopoXxHbl npu  BkovyeHun DHCP-knueHTta. [ocne
BkntodeHns DHCP-knueHTa IP-mapwpyTtusatop unm DHCP cepsep,
NOOKIOYALWNACA K KOMMYTaTopy, aBTOMAaTUYeCKM HasHauuT
kommyTaTopy IP-agpec, a cywecTtBytowmnn IP-agpec 6ygeT npusHaH
He4eNCTBUTENbHbLIM, MOCIe Yero Bbl HE CMOXEeTe MOonydYnTb JOCTYN
K Beb-uHTEpdency no ctapomy IP-agpecy.

BOLD BucTpan nacTpoia  Pacwupenneit  AGMRMACTRMp-Hne yco [# Buoop wa cacrenss
- Obuye Mopamyuen @ cmcrases TS0 Teepuire sgeus Coctrunmias apmias
Haczpoia nopTos Cocrama
e e MMRYCIPOACTBA:  piuaksTale
Arperapor - F ampec:
............. oesuec powcerie 22
ICP:.
Tafisimnya ARF PR O L2
pasring Tres
Nporpasmsncs ofecnastmme
s e Beficine FpOCDAMMAOID CRECnEvEn: 100110080020 R
T3 CBOpOr 2000-0%13 173658+ CH00
Annapat, wactu:
Wi yerpodtcra:
Tian yerpodiciea: SW-324
F ampec
Mpebue poscete
WAL aspec
Coputiml sonp:
Bpeus:
Cocsenian Aima: 2018-01-11 09:30:25
Bpenn nenpepeiinon pabote: 0 days 03:30:53

PucyHok 8.1 — NHdopmaums o cucteme u sepcun MO
8.1.1.2 TekyLiee BpemMA
Ypennte BHMMaHME HacTpoOWMKaM BpPEMEHU Ha ycTpoucTBe. HenpaBusibHO
BbICTaBfIEHHOE BpEMS, MOXET TMPUBECTU K HEKOPPEKTHOMY OTODpaXeHuro
XypHany cobbiTvin, Bbi3BaTb Npobnembl npu paboTe cepTudumkata OTKPbITOro

Kntoya n 1.4. B HacTponkax ycTponcTea SOCTYMNHa pydHas cuHxpoHusauus c MNK.
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Covmep 2

Spasnisg e

ol e
PucyHok 8.2 — HacTtponka/CMHXpoHM3aumnsa BpeMeHu

8.2 PACLUMPEHHbIE/PEOKO UCMONb3YEMbIE

8.2.1 beszonacHOCTb
8.2.1.1 YnpaBneHue nonb3oBaTensiMmu
[na n3MeHeHnss naponsa y4ETHOW 3anncu HaXXMuTe KHOMKy # B cTonbue

«N3MEHUTBY.

Maponb [oMmMKeH npeacTaBnsaATb CoOOOM KOMOWHaUMIO NaTUHCKUMX OyKB
BEPXHEro N HWXHEro pernctpa, ArnMHon He meHee 8, Ho He Bonee 32 cMMBONOB
(cumBonbl: « "», « " », « ; », « : », « & » HegonycTUMbl Ana Beoaa). [locne BBoaa

naponsa Haxmute «OK»

Viswenwrs Monssosaress *®

Hus noaaoBatens  qost

Homi Mapom

Magreengie Napore

Lo J onew |
PucyHok 8.3 — lameHeHue napons
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9 HACTPOUKM OOCTYNA
9.1 PACLWUMPEHHBIE/OBLUUE
9.1.1 Hactpouku VLAN
VLAN (Virtual Local Area Network) — nornyeckasa suptyarnbHasa fiokanbHas
ceTb, UCNOMb3yeTca Afi CO30aHMsA NOrMYecKon TOMOSIOrMn CeTu, He 3aBUCSILLIEN
oT ee dwmanyeckon Tononormn. bnarogaps VLAN rpynna ycTpoWCTB, UMeeT
BO3MOXHOCTb B3auUMOLENCTBOBATb Mexay cOOOM Ha KaHanbHOM YPOBHE, XOTS

dr3myeckn oHM OyayT NOAKMOYEHbI K pasHbIM KOMMyTaTopaM U HaobopoT.

BOL'D BascTpan wacTRORED  Pacuspeiiis  AAMSHCTRMp-sie Pyccct . [+ g ses cncrents

- Ofaume Factposn VLAN
Kongurypauan

Hacrpoiea nopros

Arperimosimme

3 Tunk 1 Untagged Only

Tataes AP
Tagged end Untagged Urtag Al

Spanniag Tree
4 Access 2 Tagged end Untagged Untag AT

1 Paguo wcrassayemuie

5 Aoes 1 Tagged and Untagged Urtag Al
B Access 4 Taggrd and Untagged Urtag AL
Taraed end Uintagged Uritig Al
B Accen 2 Tagged end Untagged urtag Al

9 Acces 3 Tagged and Lntagged Untag AT

PucyHok 9.1 — Hactpownka VLAN
Ona cosgannsa VLAN Ha yCTpoWCTBE BbINOSTHUTE cneaywme OeNCTBUS:

1. Beegute B cTpoke «VLANS» Homepa cosgaBaembix VLAN, Hanpumep,
BBeauTe 1 n 2, ytobbl co3gatb VLAN 1 n VLAN 2.

2. Hactponte napameTtpbl hunbtpauuun, bonee nogpobHas mHdopmaums
onucaHa B Tabnuue Hwxke (Tabnuua 9.1).

Tabnuua 9.1 — KoHdurypmpoaHune VLAN-nopta

Ctonbey OnucaHue

MopT BbIbop nornyeckoro noprta ycTpoucTsa.

3agjaeTcsa npuHaLNEeXHOCTb nopTa K KOHKpeTHomy VLAN.
Honyctumble VLAN Haxogstcsa B guanasoHe ot 1 go 4095,
Mopt VLAN | N0 ymonyaxuio 1. B cniyqae paboTbl nopta B pexume «Access»,
NOCTyNnalLWmMn Ha NOpT TpadouK NoMeYaeTCcs TEroM, 3anmcaHHbIM
B Ja@HHOe norse.
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Ctonbey OnucaHue

[Mo3BonsieT BbibOpaTh pexmm paboTbl nopTa.

— Access — JaHHbI  pexnMm nepeknioyaeT MopT B PeXum
co cHaTnem Tera VLAN. Hanbonee npaBunbHO NCNONb30BaTb
Ans MopTOB, K KOTOPbIM OyayT MOAKMYaTbCs OKOHEYHble
YCTPOMNCTBA;

— Trunk — B 3TOM pexume Hambonee 4acto HacTpauBarTCcs
NopTbl AnA MNOAKNKYEHNA K  OpPYrMM  KOMMYyTaTOpam.
[Mpoxogawmnm 4depes Takon NOPT Tpaduk npoBepsieTcAa Ha
Hannume paspewweHHblx B none «PaspeweHHble VLAN».
CtaHoBUTCS akTUBHbIM Bblb6op «Egress tagging»;

— Hybrid — B oTnnume ot Trunk gna wucxogsuwero Tpaduka,
hybrid pexum nossongeTr cHuMMmatb Bce MeTkn VLAN wmnu
HaobopoT o0b6a3aTenbHO MeTUTb  TeroMm  «nopT  VLAN».
B octanbHOM npuHUMN paboTbl coBrnajaer.

Pexnm

PaboTta ¢ Bxogsawmmmn goctynHa Tosbko B pexume «Hybrid».

— Tagged and Untagged — Bce nakeTtbl ¢ meTkamn VLAN un 6e3
ByayT npyHUMaTbLCS;

— Tagged Only — Tonbko Bce naketbl ¢ MeTkamu VLAN 6yayt
NPUHUMATBCS;
Untagged Only — Tonbko Bce nakeTbl 6e3 meTok VLAN 6yayT
NPUHUMATBLCS.

MpuHUMaTL
BXoaslee

[Mpn  ycTaHOBKE pexmma B «AcCCesSS» [aHHOoe norne

He gocTtynHo. Ter VLAN npuHyanTensHO CHUMaeTCs.

— Untag port VLAN —bygeT CHATa MeTKa C  NakeToB,
oTHocawwmxca K VLAN ¢ Terom, ykasaHHbIM B Morie «nopT

MapkupoBka VLAN». OcTtanbHble nakeTbl 6yayt nepenaHbl 6e€3 mnameHe-

NCXOASALL. HUW;

— Tag ALL —Bce naketbl ¢ metkamu VLAN un3 cnucka paspe-
LWeHHbIX ByayT nepenaBaTtbCcs 6€3 U3MeHeHuN;

— Untag All —Bce nakeTbl 6e3 meTok VLAN 13 cnucka paspe-
LUEHHbIX ByayT nepegaBaTbCcs 6€3 UsMeHeHUN.

PaspelwleHHble

VLAN YcTtaHoBuTe pa3speluéHHbii VLAN ans nopTa.
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9.1.2 KoHdmrypauus
9.1.2.1 IP/mapwpyTbl
[Mocne co3gaHMe W HacTpoMKM Ha ycTpouctBe TexHomnorum VLAN,

HeobxoauMo HacTpouTb npouecc Mmapwpytusaumm (IVR).
Cospante wn coxpaHute |P-agpec BupTyanbHoro wuHTepdenca VLAN
n IP-mapwpyTt ona ocywecTBneHna MapLipyTusauum naketoB, MeXxay ceTaMu

Mcxoasa 13 BalLlen orm4eckon Tonosiornn.

BOLID D e e—— Proonaa . [ B oo

prmT— ] C |

[ o |
PucyHok 9.2 — Hactponka mapLupytmnsaumnm Ha yCTponcTee

Haxxmute kHonky «[Jo6aBuTb» B cTpoke «HacTtponka IP» ons nobasneHus

IP-agpeca. [lanee BBeauTe U COXpaHUTE AaHHble Ana JobaBneHus.

‘_ _“Mh=“~ _ : B, [ B oeans

Fraxe scaonuy yeane

Tipwduen: noyareT

= T e
PucyHok 9.3 — HacTpownka mapwpyTtmnsaumm Ha yctpouctse. [lobasneHue IP

Tabnuua 9.2 — Hactponka mapipyTtusauum Ha yctponctee. [lobasneHue IP

MapameTp PyHKUMA
VLAN Beeaunte Homep VLAN.
IP agpec Beeau IP-agpec npobasnsiemoro VLAN.
MNpedukc noaocetn | Beegute nogeHtndoumkatop NnoaceTu.
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Haxmute kHonky «[JobaBuTb» B cTpoke «MapwwpyTbl» ana aobasneHud

IP-mapwpyTa. [lanee BBeguTe 1 CoxpaHuTe AaHHble Ansa aobasneHus.

Prass sossaryeuns

=] O s e
PucyHok 9.4 — HacTtponka mapLupyTusaumm Ha yctponctee. [lobasneHune
MapLupyTta
Tabnuua 9.3 — HacTporka mapLlipyTtusaummn Ha yctponcTsee. [lobaBneHue
MapLpyTta

MapameTp PyHKUMA

CeTb IP-ceTb Ha3Ha4yeHMa UnNu agpec xocta 3TOro MapLupyTa.

MNpedukc noacetn | BnuceiBaeTtcs npedukc noaceTu.

Cnepyrowmn y3en | IP-agpec cnegytowiero nepexoga mapLipyTa.

9.1.3 HacTpouka noptoB
Ha pucyHke (PucyHok 9.5) nokasaH uHTepdenc koHdurypauum nopToB
KoOMMyTatopa. HacTpomka KOHurypaumm nopTta [JOfMKHa COOTBETCTBOBATb

npakTuyeckum TpeboBaHNsaM yCTPONCTBA.

L ® » ]
® © L ]
® @ & 0% 0%
® @ ] LY
® @ [ ] 0% 0%
® @ L] o% 0%
® @ [ ] % 0%
® @ L] I
® @ L] 0% 0%
* @ L ] 0% %
® @ [ ] 0% %
— - 7 - - - nae -

T
PucyHok 9.5 — KoHdoumrypauusa noptos KommyTaTopa
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Tabnuuya 9.4 — HacTtpouka KoHgurypauum noptoB

Ctonbeu OnucaHue

Homep nopTta cooTBeTCTBYET YUCNy Ha
nuueson naHenun. [lpn HaxaTun Ha

HOoMep nopta NOSABUTBCA
MopT MHJOpMaLnoHHOe OKHO «W/Hdopmaums
0 nopTey, bonee nogpobHas

MHGOPMaLUS O MaHeNuM COO4EpPXKUTCSA B
pasgene «Hactponka nopTtoB».

Up [MopT HaxoguTCs B aKTMBHOM
COCTOSHUM.

MopT HaxoguTcA B

OTKINHOYEHHOM COCTOSIHUM.

OTtobpaxaeT cTaTtyc
CBs3M nopTa

KaHan
Down

CocTtosiHMe
aynrekca OTobpakaeT TekyLiee COCTOsAHNE CKOPOCTU nopTa
CKOpOCTH

MopT CkopocTb OnucaHune

ABTOMaTu4eckas
ABToO. HacTpouKa CKOpPOCTU MU
pexunma nepegadu.

Ckopoctb 100 MO/c.
100M FULL | Paborta B pexunme
NoSIHOro Aynnekca.

Ckopocteb 1000 M6b/c.
1G Full PaboTa B pexunme
NoSIHOro Aynnekca.

ABTOMaTunyeckas
HacTtpownka ABToO. HacTpouka CKOpPOCTU MU
CKOpPOCTU U pexunma nepegadu.
aynnekca Ckopoctb 10  M6/c.

10M FULL | Paborta B pexunme
NoSIHOro Aynnekca.

Ckopoctb 10  M6/c.
10M HALF | PaboTta B pexunme
nonyaynnekca.

Ckopoctb 100 MO/c.
100M HALF | Paborta B pexunme
nonygynnekca.

Ckopoctb 100 MO/c.

100M FULL | Paborta B pexunme
NoSIHOro Aynnekca.

SFP
(1-24)

Ethernet nopt
(25 - 32)
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Ctonbeu

OnucaHue

Ethernet nopt
(25 - 32)

Ckopoctb 1000 MGO/c.
PaboTa B pexnve
NOSIHOro Aynnekca.

1G Full

HacTpouka
CKOpPOCTU U
aynnekca

SFP+
(33 — 36)

ABTOMaTU4eckasa
HaCTpoOWKa CKOPOCTU WU
pexuma nepegauu.

ABTO.

Ckopoctb 1000 MGO/c.
PaboTa B pexnve
NoSIHOro Aynnekca.

1G Full

Ckopoctb 10 000 MO/c.
PaboTa B pexmve
NoSIHOro Aynnekca.

10G Full

PerynupoBka noTtoka

Up | BknroyeHne oyHKUUN.

Off | BbikntoyeHue pyHKUnN.

Up BknounTtb orpaHuyeHve
BKMtOYEHWe orpaHnyeHnin BXOASLLEN CKOPOCTM.
BXOAALLNX Off Bbiknounts orpaHu4yeHue
BXOASLLEN CKOPOCTN.
OrpaHnyeHne BXOOsILLEN  CKOPOCTMU
OrpaHuyeHune Bxoga (Kéut/c o ’
P na ( ) AOCTYMHbIN ananasoH (25 — 13128147)
Up Bkntountb orpaHuyeHue
BKMOYUTb OrpaHuyeHmne NCXOAsLLIEN CKOPOCTMU.
NexoaAawmx Off Bbikntountb orpaHu4yeHue
NCcxXoadawen CKOpoCTH.
OrpaHuyeHne uncxogsilenm CKoOpoCTw,
OrpaHuyeHne ncxogawmx (Kbut/c) | gocTynHbIn AnanasoH
(100 — 13107100).
OTobpaxeHne TeKywero COCTOSHUSA
[Mpuem naketoB
npvemMa nakeTos.
OTobpaxeHne TeKywero CoCTOSHUSA

OTnpaBka nakeToB

OTnpaBKN NakeToB.

=l=]il=)
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9.1.4 ArpernpoBaHue
CyTb arperaumm kaHarnoB 3akntoyaeTcsa B (POPMUPOBAHUM U3 HECKOSbKUX

doM3n4ecKkMx NOPTOB KOMMYyTaTOpPa O4HOrO JIOrMYECKOro nopTa, NpuyemM HeCcKOSbKO
KaHanoBs, npuHaanexawux K OOHOW WU TOW Xe rpynne arperauymm, MOXHO
paccMatpmBatb Kak Jnormyeckoe coeAuHeHune C  6osfiblen  rnporyckHOM
CMOCOBHOCTLIO.

ArperunposaHue KaHanos MOXeT peanu3oBaTtb pasgenexHue
OTBETCTBEHHOCTU 32 KOMMYHMKaLWOHHbBIA NOTOK MeXAy KaXAblM NMOPTOM-YIEHOM
rpynnbl  arpermpoBaHus, YTO [AOSDKHO YBENUYUTL MPOMYCKHYH CMNOCOBHOCTD.
Mexay Tem, B3auMHOE AMHAMUYECKOe pes3epBHOE KOMUpOBaHME MOXeT ObITb
peann3oBaHO MeXay KaablM MOPTOM-YSIEHOM B OAHOM W TOW Xe rpynne
arperaumm, YTo JOIMKHO NOBLICUTbL HAAEXHOCTb COeMHEHNS.

[na atoro cosgaeTcd onpefernieHHas KOHurypaums Ona nopTOB-YreHOB,
KOTOpble NpuHagnexaT K OOHOM M TOM e rpynne arperaumm. 3Ty KoHGUrypauum
BKNovaoT  Hactpoukn STP, QoS, VLAN, cBouctea nMopToB, U3yyeHne

MAC-agpecos, 3epkanuposaHue, punstpaumio 802.1 x u MAC n 1. .

BHUMAHUE!

He pekomeHayeTcs peann3osbiBaTb KOHUIypauuo nopTos, KOTOpbIe
MCMONb3YKTCA ONA  arperaunMn  KaHanoB, C  paclUpeHHbIMU
dYHKUNAMN.

Arperaumsi KaHanoB MoXeT ObITb pasgeneHa Ha CTaTUYecKyto
arperaunto 1 LACP, kak npaBuno, npoTUBOMNOSIOXHbIMU KOHEYHbLIMU
yCTpOMUCcTBaMM  arperauuu  KaHanoB KoMMyTaTopa  ABNSAKTCH
KOMMYTaTOpP U CETEBbLIE KapTbl cepBepa

9.1.4.1 CtaTtnyeckas arperauus
CtaTuyeckun pexum arperaumm Mno3BONsieT €My BpyydHylo [Oob6aBuTb

HEeCKOMbKO MOPTOB-YSIEHOB B T[pynny arperaumm, BCe MOPTbl HaXOAATCS
B COCTOSAHUWN NPSIMOM Nepefayn n COBMECTHO UCMOSb3YIOT NeperpyXeHHbIN NOoTOK.
Heobxoaumo cosgatb rpynny arperaumm n ob6aBuTb NOPTbI-YEHbl Yepes pyyHoe
KOH(purypuposaHme 6e3 ydactua npotokona LACP (link Aggregation Control

Protocol).
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- Pexxum «banaHcupoBku Harpyskm».
[ocTynHbl YeTblpe Tuna anroputMa O6anaHCUpPOBKW Harpysku ANS nopTta,
KOTOpble MoKasaHbl HUXe.

Tabnuua 9.5 — Tunbl anroputma 6anaHCUPOBKN HarpysKku

Pexum 6anaHcUpoBKU OnucaHue
Nexopsawmm BanaHcupoBKa Harpysku, ocyliecTterngdemMas Ha OCHoBe
MAC-agpec nona MAC-agpeca UCTOYHMKA.
MAC-agpec banaHcupoBKa Harpysku, ocyliecTsrngemMasl Ha OCHoBe
Ha3Ha4yeHuda nona MAC-agpeca HasHa4yeHus.
IP anpec BanaHcupoBKa Harpysku, ocyliecTesrngemMas Ha OCHoBe
P IP-agpeca.
BanaHcupoBKka Harpysku, ocyliecTesrngdemMas Ha OCHOBe
TCP/UDP ropt P Pysiv, ocyll
Homepa nopta TCP/UDP.

- 'pynna «ArpernposaHus».

OT0 cbopka rpynnbl noptoB Ethernet. lNoggepxuBaemoe uucno rpynn
arperaumm, KOTopoe He MoXeT ObITb naMeHeHo. CTaTyc No yMOnyaHuo Ans Bcex
rpynn arperauumn-disable, B rpynnax He akTUBMPOBaAHO HM O4HOro nopTa.

. Bxogswme B rpynny nopTol.

B kommyTaTOope cosgaHbl BCe rpynnbl arperaunm no yMOMNYaHuio, YneHbl
nopta wumeloT 3HadeHune null. CHavana HeobxoOMMO BKNKOYUTL  rpynny
arpermpoBaHus, €ecrnm Bbl XOTUTE HACTPOUTb MOPTbI-YNEHbl ANA  rpynnbl
arperMpoBaHud. 3aTteM LerkHUTEe Tpynny arpermpoBaHuns, B KOTOPOW HaxoguTcs

MOPT, YTOObI BKMHOYNUTL DYHKLIMIO arpermpoBaHus.
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9.1.4.2 LACP
LACP (Link Aggregation Control Protocol) ncnonesyetca ons peanusauuu

AVHaMnyeckonW  arperaumm  OcHoBaHHOM Ha  crtaHgapte |EEE 802.3 ad.
Ob6e cTopOoHbI arpermpyembix YCTPOWNCTB obbeanHsTCA BMeEcCTe
MO COrnacoBaHHbIM KaHanam CBS3WM W nNonyyvyawT UM OTNPaBnsAlOT  [aHHble
yepes nakeT LACPDU, B3aMMO4EeNCTBYHOLLUI C nHpopmaumen
00 arpernpoBaHun. [NpoTOKON MOXeET aBTOMaTM4ecku AobaeBnATb U yoansTb
nopTebl B rpynne arperaumn. OH obnagaeT BbICOKOM rMBKOCTbIO M obecneymBaeT
BO3MOXXHOCTb DanaHCUpOBKM Harpy3sKku.

Mocne BkmoyeHns dyHkumn LACP nopT coolwuT npoTMBOMOSOXHOM
CTOpoHEe cuctemHbin npuoputet, MAC, Homep nopTa, npuopuTeTa U KoY
ynpaBrneHus (910 onpegendeTca (U3MYecKUMn CBOMCTBaMMU, WHG OPMaLMeEN
O NMPOTOKOSE BEPXHENO YPOBHS M KINHOYOM yrpaBneHns nopra).

CTopoHa C BbICOKMM MpUOPUTETOM YyCTpoucTBa OyadeT ynpaBnATb
arpernposaHnemM. [lpnoputeT  ycTpoucTBa  onpedensdeTcd  CUCTEMHbIM
npuoputetom 1 MAC-agpecom, yCTPOUCTBO C MEHbLUMM 3HAYEHNEM CUCTEMHOIO
npuoputeta umeeT 6ornee BbLICOKMA NPUOPUTET. YCTPOMCTBO C MEHbLLUUM
3Ha4yeHnem cuctemHoro MAC nmeet 6onee BbICOKMIA NPUOPUTET, Koraa 3HavyeHue
CUCTEMHOro npuoputeta ogmHakoso. CTopoHa ¢ 6onee BbICOKMM NPUOPUTETOM
yCTponcTBa BblbepeT nopT arperaumm B COOTBETCTBMM C MPUOPUTETOM MOpPTa,
HOMEpPOM MnopTa U KYoMm onepauuun. NopTbl C TakMM Xe KIHo4oM ornepaumm
MoryT ObITb 4oBaBneHbl B Ty e rpynny arperauun. MNMopT ¢ MEHbLUMM 3HAYEHNEM
npuoputeTa nopta dyaeT BbiOpaH No NPUOPUTETY B TOW XKE rpyrnne KOHBEPreHuum.
[TopT C MeHbwMM HOMepoM OyaeT BblIOpaH, Korga npuoputeT nopTta 6yaer
oavHakoBbiM. BblbpaHHble nopTbl OyayT norndeckn o6beauHeHbl BMeECTe
Ans npyuemMa 1 oTnpaBku AaHHbIX NOCMe TOro, Kak 06e CTOPOHbI B3aMMOAENCTBYIOT

C UHdopmauuen ob arperaumn.
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Hactponku npotokonia LACP B OCHOBHOM BKMto4akT B ceba dyHKUUIO
BKIMIOYEHNSA peXMMa aKTUBHOCTU (aKTMBHbIN/NACCUBHBIA PEXUM) U BblOeneHue
nopta LACP.

[MopTbl, KOTOpble TONbKO BKMtoYaT npotokon LACP, moryt peanusoBaTb
cornacoBaHne LACP, v Toraa oH MOXeT cpopMMpoBaTh arpermpoBaHHbIA KaHan.

Pexum nepegaum BKMo4aeT B CeDS «aKTUBHbLIA/MACCUBHLINY  PEXUMBbI.
YcTtponctBo 6yaeT akTMBHO 3anyckaTb KaHan arperaumm, Kkorga OHO HaxoauTcs
«aKTUBHOM» COCTOSAHWW; YCTPOWMCTBO OydeT nacCMBHO MPUHUMATb [aHHble
06 arperauumn, 3anyweHHOW ApYrMMW YCTPOMCTBaMKU, KOrga OHO B COCTOSAHWUU
«MNaCCUBHbINY.

B cucteme OomxHbl BObITb, MO KpanHEW Mepe, OAWH UMW OBE CTOPOHHLI,
KOTOpPbl€ YCTAHOBIEHbI B KAYEeCTBE «aKTUBHOIO», YTobbLlI peanu3oBaTb yCnewHoe

coelMHeHune, Korga asa ycTponctesa obbeanHeHbl Mexay cobon.
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PucyHok 9.6 — IHTepdhenc HacTpomkn arperayum CCbifnok
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9.1.5 Tabanua MAC
9.1.5.1 Tabnuuya MAC agpecoB

KommyTaTtop, And nepedadn nakeTta, BbIMNOSIHAET TMOUCK B JNUCTE
MAC-agpecoB B cootBeTcTBUM C¢ MAC-agpecom HasHadeHus. Ecnun apgpec
HavgeH B Tabnuue, UCNONMb3yeTcsa COOTBETCTBYIOLWMA MNOPT ANS NEPECLISIKM
naketa. Ecnu HeT, yCTpPOMCTBO uWCNOMNb3yeT LWUPOKOBELLaTENbHbIN PEXnUM
Ans nepecblnikn  yepes cootBeTcTBytowmn VLAN (32 uvCKnoYeHMeM nopTa,
C KOTOpOro 3TOT nakeT nocTtynun). Ha cneayrowem pMcyHKe npeacTaBrieHa Takas

Tabnuua agpecos.
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PucyHok 9.7— MAC nHdopmauus ob agpecax
9.1.5.2 ®dunbTpauma MAC Ha nopTty
®PyHKUMS  Mcnonb3yeTcs AN OrpaHMyeHus  NocTynawLwmx MNakeToB
npy nomoLum HacTporkn 6enoro cnucka MAC-agpecoB. [na HAaCTPONKN PYyHKLMK:
1. Haxxmnte «[JobGaBuTb» W BBegUTE B MOSABMBLUEMCHA Mofe «benbin»
MAC-agpec.

2. CoxpaHnTe HacTpPOWKY.
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Maier B

==
PucyHok 9.8 — ®dunbTpaumsa noptos

9.1.6 Spanning Tree (CBsa3ylouee aepeBo)
9.1.6.1 Hactpouku nopta STP
N3 Bbinagatowero cnucka B cTpoke «Pexum STP» Bbibepute Bepcuio
npoToKona, No KoTopoMy byaeT npomnsBoauTbCHA paboTa ¢ ycTpaHeHUeM neTerb.
— Disable — OTkno4nTb;
— STP — Spanning Tree Protocol (IEEE 802.1D);
— RSTP — Rapid Spanning Tree Protocol (IEEE 802.1w);
— MSTP — Multiple Spanning Tree Protocol (IEEE 802.15s).
Boligenute nopT w3 cnucka, W COXpaHUTe u3MeHeHusi. Cucrtema

AaBTOMAaTU4ECKU NnpmcBamMBaeT NMpmMopmuTeTbl NOPTOB.

& 128 20000

Biscarding

3 128 . Mon-5TP Discarding

PucyHok 9.9 — Hactpownka STP
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9.2 PEAKO NCNONb3YEMbIE
9.2.1 ACL

ACL (Access Control List, cnucok KOHTpona AocTyna)— MexaHuU3Mm
dunbTpaumn IP-nakeTtoB, MO3BOMSOWMA KOHTPONMMPOBATb CETEBOM TpaduK,
Ha annapaTHOM YpPOBHE paspellas wunu 3anpelas MnpoXoXaeHne nakeToB
Mo onpeaeneHHbIM napameTpam.
9.2.1.1 Hactpounku ACL

Lo

RSV TR - |

PucyHok 9.10 — Hactpouku ACL
HacTtpownkn cdomnnbtpaummn ACL pasgensitoTca Ha aBa Tuna:

— CtaHgapTHble (Standard): MmoryT npoBepsiTb TOMbKO agpeca MCTOYHMKOB
(MAC ACL);

— PacwunpenHble (Extended): moryT npoBepATb agpeca  WUCTOYHWUKOB,
a Takke agpeca nonydarteneun, B cnyvae IP ewe tvn npotokona u TCP/UDP
noptbl (IP ACL).

YcnoBusiMn Onsa OCYyLLECTBNEHUA nNpuema Wnn oTkasa npu cTaHOapTHOW
GunbTpaummn Ha yposHe 2 byayT MAC-agpeca cogepXalumecs B KaXKaoM nakeTe.
[MapameTpbl 48 3anofiHeHns onucaHbl B Tabnuue Hwxke (Tabnuua 9.6).

Tabnuua 9.6 — NapameTpbl unbTpa Ha ocHoBe ypoBHA 2 «MAC ACL»

MapameTp PyHKUMA

Mpn BblGope «MAC ACL (ypoBHsS 2)» ByaeT npoBepsTbCs

Pexunm
MAC-agpec B 3arofnioBKe KaXkgoro naketa.

ACL ID YHukanbeHbI naeHTudgukaTop ACL.
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MapameTp PyHKUMA
Buibop gencrteus, kotopoe ByaeT NpoucxoamTb C NakeTom
HencTeue BO BpeMs nepecbifiki, permit (paspewunTtb) nubo deny
(3anpeTuTb/OTKa3aTh).
Buibepute n3 Bbinagarowero cnucka napameTtp «Jliobony
NcTounmnk MAC b Aaroll P P

nnm «YkKasaHy.

Nexopawmn MAC
agpec

Beeante MAC-agpec CTOYHMKA.

MAC Ha3HayeHue

Buibepute n3 BbiNagarowero cnucka napameTtp «Jliobony
Unn «Ykasan».

MAC agpec
Ha3Ha4YeHus

Beeaute MAC-agpec Ha3Ha4yeHus.

YcnosusiMn Onsi OCYLLECTBMEHMSI MpuemMa WNnu oTkasa npu pacLUMpPeHHOMN

dunbTpaumm Ha ypoBHe 3 ByayT IP-agpeca coaepXalumiics B 3aronoBke MakeTa,

npoTtokonbl TCP unu UDP u ykasaHHble nopTbl. [lapameTpbl 4ns 3anonHeHus

onucaHbl B Tabnuue Huwxke (Tabnuua 9.7).

Tabnuua 9.7 — NapameTpbl hunbTpa Ha ocHoBe ypoBHS 3 «IP ACL»

MapameTp PyHKUMA
PexuMm Mpn BbIGope «IP ACL (ypoBHA 3)» OygeT npoBepATbCS
IP-agpec B 3arofioBke Ka)kgoro nakera.
ACL ID YHuKkanbHbin naeHtudpunkatop ACL.
Buibepute penctsue, kotopoe 6ymeT npoucxoamtb C
Hewncteune nakeToM BO BpPeEMsi MEpPECHINKK, permit (paspewwmntb) nnudo
deny (3anpetntb/oTKa3aThb).
Bbibepute npoTokon KoTopbii OyaeT npoBepsTbCA B
MpoTokon p P p ya poBep
3aronoBKe KaXKaoro nakerta.
Bbibepute 13 Bbinagarowero cnmcka napametp «Jliobony
IP nctouHumk P Aatotl P P

nnm «YkKasaHy.

3HayeHue IP
NCTOYHUKA

Beegute IP-agpec nctoyHuka.

IP macka
UCTOYHUKA

BBeante macky noaceTu UCTOYHUKA.

[MopT UcToYHMKa

Boibepute 13 Bbinagatowero cnucka napameTp «Jlto6on»
nnn «YkKasan».

3Ha4yeHune nopTa
NCTOYHMKA

Beeaute Homep nopta MCTOYHMKA, OOCTYMHbIA OnanasoH
ans Beoga ot 0 pgo 65535, MoXHO ykasaTb TOSbKO
KOHKPETHbIN NOPT, BBOA AMana3oHa HeLOCTYMeH.

=l=]il=)
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MapameTp PyHKUMA

Bbibepute 13 Bbinagatouwero cnucka napametp «Jltobony

IP HazHayeHusa
nnn «Ykasas».

3HayeHune IP

Beegute IP-agpec HasHaveHwus.
Ha3Ha4YeHus

Macka IP

BBeante macky noaceTu Ha3HaAYeHUs.
HasHa4YeHuns

MopT HasHaveHUs1 | BbibepuTe M3 BbiNagatowero cnmcka napametp «Jlobony
2 nnn «YkasaH».

Beeaute Homep nopta Has3HadeHus, AOCTYMNHbLIM AnanasoH
ans Beoga ot 0 pgo 65535, MoXHO ykasaTb TOSbKO
KOHKPETHbIN NOPT, BBOA Anana3oHa He4OCTYMEH.

3HayeHune nopTa
Ha3Ha4YeHus

9.2.1.2 Hactpowuka rpynn ACL
Ana HacTponku rpynn BBeaute B cTonbeu «ACLID» Homep paHee

CO34aHHbIX HACTPOeK PUNbTPaLUA, COXPaHUTE.

BOLID BicTan MacTPORKS  Pacuivpeniiie  ASMHKMCTIMP-HINS Pycomd [ Buasan i oucrowss

' OBune HacTpeis rpynn ACL  Hacrpoeten ACL

- Pagxs nenomayene

PucyHok 9.11 — Hactpownka rpynn ACL

9.2.2 3awmTa OT neTesnb

PyYHKUNA KONbLEBOro Ay6nupoBaHMs UCNONb3yeTcs Ansl NpeaoTBpaLLeHus
cboeB, KOTOpble MOryT BO3HWKHYTb Npu pabote obopyaoBaHus, YTO npuBeadeT
K cO34aHM0 NeTnu B ceTu. 3awuTta OT neTenb MNO3BOMSET MNPUHYAUTENBHO
OTKITHOUYMTb IMHWNIO, HA KOTOPOW BbINo 0OHapPYXXEHO NeTneBoe CoeaMHEHNE.

1. HactponTe agpecaumio BCEM KOMMyTaTopam, HaxoO4AWMMCA B OLHOM
noaceTu;

2. Bknouute sawumTy.
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BOLID Barpanrpdes  Pacusprase  Alsssepe-mr et [ e s

PmcyH0|<m9.12 — OYHKUMSA KonbueBoro Ay6nmpoBaHus

9.2.3 IGMP Snooping

[aHHbIN MPOTOKOJT pekomeHayeTcs ucnonb3oBatb B Cliydae,
ecnu TpebyeTca OQHOBPEMEHHbIN JOCTYN K BUOEOMOTOKY U3 HECKOSbKUX TOYEK:

— Micnonb3oBaHne HECKOSbKMX HeCBA3aHHbIX Aybnumpylowmx cepBeposB
BMOeoHabnaeHuns;

— OpraHusauma BugeoHabnogeHns 6e3 UCNONb30BaHUA LIEHTPanbHOro
cepBepa C O4HOBPEMEHHbIM AOCTYMNOM K KamMepaM U3 MHOXeCTBa MecCT.

T.e. mobon cueHapun, Tpebyowmin MHOXECTBEHHOIO MOBTOPEHUS OLHOrO
(Heckonbknx) BMOEOMOTOKA AN HECKONbKUX YCTPOMUCTB B pamKax OOHOM
rnioKanbHoOu ceTu.

Hactponka npouecca oTcnexumBaHus ceteBoro Tpadguka IGMP,
NO3BONSAIOWMIA CEeTEeBbIM YCTPOMCTBAM BTOPOro YpPOBHA (KOMMYyTaTopam)
oTcnexmBatb obmeH IGMP naketamn mexagy notpebutensmm n noctabBLLiMKaMM
(MapwpyTmusatopamm) MHoroagpecHoro (multicast) IP-Tpacduka, ¢opmansHO
npoucxogawmm Ha 6oriee BbICOKOM (CETEBOM) YPOBHE.

Mocne BkntoveHuss IGMP snooping, KOMMyTaTop Ha4YMHaET aHanu3npoBaTb
Bce |IGMP-nakeTbl Mexay NOAKMIOYEHHBIMU K HEMY  KOMMbKOTEpamu —
notpebutenamMm un MaplpytmsaTtopamum — noctaBlimMkamn multicast Tpadwmka.
O6Hapyxns IGMP-3anpoc noTtpebutena Ha nogknwoyveHne K multicast rpynne,
KOMMYyTaTop BKMOYaeT MopT, K KOTOPOMY TOT MOAKIOYEH, B CMUCOK ee YreHOB
(Bna  peTpaHcnauumM rpynnoBoro Tpadwmka). M HaobopoT: ycnbiwae 3anpoc

«IGMP Leave» (NOKUHYTL), yaansieT COOTBETCTBYHOLLMIA NOPT M3 CN1CKa rpynnbl.
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Multicast, aBnssiCb MPOTOKOSIOM 3-r0 YPOBHSA, CTAHOBUTCHA MONHOCTbLIO
HeyrnpasfigemMbiM Npu OTKIMOYEHHOM yHKkunn IGMP snooping. Ee BkntoyeHue
ob6a3aTenbHO NPU HanNU4YUM Kakmx-nMbo MHoroagpecHbIX paccbinok nbdoro Tuna.

Ha pucyHke (PucyHok 9.13) npeactaBneH WHTepenc HacTpoek
B cOCTOsSiHAM 1o ymonyaHuto. [lpu  wmcnonb3oBaHum  Multicast  pacchinku,
BO3MOXHO, BKMOYNTL Nogaepxky «Fast leave (OTbpackiBaHMEe HEU3BECTHbIX
MHOroagpecHblX MakeToB)», KOTopasi MNO3BOMAET KOMMyTaTtopy ObicTpee
MCKIo4YaTb MOPT M3 CNMcKa y4YaCTHMKOB COOTBETCTBYHLLEW rpynnbl. Ona uenen

BUOEOHabNoaeHNsa ee BKIIOYEHUE He 0ba3aTerbHO.

PucyHok 9.13 — UHTtepdenc IGMP Snooping

PucyHok 9.14 — NHTepdenc HacTponkn IGMP Snooping ana VLAN
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Tabnuuya 9.8 — NapameTpbl HacTponkn IGMP Snooping ans VLAN

MapameTp OnucaHue

YHukanoHbin  naeHtudpukatop VLAN cooTBeTcTBYET Tery

VLAN ID VLAN.

Bbibop Querier | BknounTb MapLipyTmMsaTop.

[Mone onpegenser IPv4d  agpec  mapLipytmsartopa,
BbICTynawLlero B poniM mrouter B nokarnbHOW ceTu. Takown
MapLupyTusaTop Heobxoaum ans obpaboTku n
dopmMmnpoBaHus 3aronoskoB 3anpocos IGMP.

Anpec Querier

9.2.4 QoS

QoS (Quality of Service/KayectBo obcnyxmBaHusa) — 310 obllee Ha3BaHue
TEXHOSOrMN NpuopuTuU3auMn Tpaduka Ona ynydweHna Kkadyectsa TexX WUNKU MHbIX
YyCRyr B YCroBUSIX BbICOKOW Harpy>XeHHoCcTu ceTu. [Npun pabote gaHHOM dyHKLUUK
NCMNONb3YETCH anropuTM N3MEHEHUS Nopsiaka pacnosioXXeHus: KagpoB B ovepensix
(NnprnopuTnzaums).

[MpuopuTn3auma NponucxoauT C NOMOLLLIO pasfeneHns Tpadmka Ha Knacchbl
N NpefoCTaBfieHnst  KnaccaMm  pasfn4yHbiX  MPUOPUTETOB B ODCYXMBaHWUM,
C NOMOLLbIO 3TOro obecneynBaeTcsl CBOEBPEMEHHAA OOCTaBKa YyBCTBUTENBHOMO
K BPEMEHHbIM 3afepKKkaM Tpadumka.

T.e. Tpacuk ¢ 6onbwmnm npuoputeTom, Hanpumep, RTSP notok, 6yaet
nepegaBaTbCsd B MNEPBYHD o4Yepeab C MUHUManbHbIMW 3agepxkamu. Tpaduk
C HU3KMM MNpUOPUTETOM, Hanpumep, coaepxmmoe Beb-nHTepdenca, Oyoer
nomeweH Boyepeab C 6onee HU3KMM  MpUOPUTETOM, rAe AOonycKalTCs
BPEMEHHbIE 3a4ePXXKN U MOTryT BbITb NP HEOOXOANMOCTN OTOPOLLEHDI.

9.2.4.1 Knaccudukaumsa nopToB
Knacc  npuopuTeTHOCTM  BbLICTaBMSETCA B 3arofioBke  nakeTa.

Ansa knaccudukaumm Tpaduka UCnonb3ylTCA CTaHOapTHbIE MOSiA B 3aronoBKax.
YCTPOUCTBO aHanuaupyet W pacnpefensdetr naket B odepedb B COOTBETCTBUU

C NPUCBOEHHLIM LMPOBbLIM NPUOPUTETOM.
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Onsa obecneyeHna Qo0S Ha L2 ypoBHe KOMMyTaTOp noaaepXueaet

IEEE 802.1p. Cneundmkauua IEEE 802.1p nossonsieT 3agatb 0O 8 ypoOBHeW

npuoputeTos (oT 0 go 7), onpegenatowmx cnocob obpaboTkm kagpa. NpuoputeT

ycTaHasnmBaeTca B none CoS (Class of Service), none coctout n3 3 out B Tere
802.1Q Ethernet-kagpa.
Ctpyktypa Ethernet kagpa. Ter 802.1p BHyTpu Tera 802.1Q:

KoHTponbHas
Ap,pec A,u,pec 00219 Ter ﬂ,J'IVIHa/ ﬂaHHbIe I'IOCJ'IeD,OIgaTeJ'IbHOCTb
HasHadyeHns | UCTOYHUKA (TPID | TClI Twvin xanpa
6 6ant 6 6ant 4 6anta 2 6anta | 46 — 1500 Gant 4 6anTa
TPID — MHpopmauma o6 ynpasneHun metkamm (TCI)
naeHtudukartop tera. | Priority — ypoBeHb | CFl — uHgmkatop VID — ngeHtndgukaTtop
Mo ymonyaHuio npuoputeta 802.1p | KaHOHW4YECKOro VLAN, 3HayeHus ot 0 go
0x8100. (otO0po7) dopmara. 4095
16 6ut 3 buta 1 6ut 12 6ut
Tabnuua 9.9 — Bocemb knaccoB npunoputeTta Tpaduka (ctaHgapTt IEEE 802.1p)
YpoBeHb YpoBeHb
Knacc npgggTeTa npgggTeTa YpoBeHb 06CnyXuBaHuUs.
npuopuTteTa P =P Tun Tpacpuka
(aecaTuyHan | (ABounYHan
cucrema) cucrema)
Best Effort. KayuectBo nepepaum
0 000 He rapaHTMpoBaHo, HO
nogaepXxmBaeTtcsa Ha  Jydwem
YPOBHE 13 BO3MOXHOTO.
1 001 Background. ®oHoBbIN Tpaduk.
Ouepenb ¢ 5 010 Standard (spare). CtaHaapTHbIN
HU3KUM TpaduK.
npuopnTeTOM Excellent Effort (business
critical). MNpuoputeTHbIN TpaduKk.
3 011 He KpuTuyHble K 3agepxke, HO
KPUTUYHbIE K MOTEpPsiIM AaHHble.
MeHee  npuvopuUTeTHble, 4YeMm
KOHTpOnMpyeMbin TpadgouK.
Controlled Load  (streaming
Ouepenb ¢ multimedia). KOH'I;pOﬂVIpyeMbIVI
BbICOKUM 4 100 Tpaduk. KpVITI/I‘-IHIV:IVI K noTtepsm,
NPMOPUTETOM HO HE KPWUTMYHBIN K 3aAepXKe.
MynbTMeaunHbIE NOTOKN.

=l=]il=)
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YpoBeHb YpoBeHb
Knacc npgggTeTa npgggTeTa YpoBeHb 06CnyXnBaHuUS.
npuopuTteTa P =P Tun Tpadumka
(necaTuyHan | (ABounYHanA
cucrtema) cucrema)
Video. BngeonoTtokn. KputnyHou
5 101 ABNdAeTCd  3aJepXka  CBblle
Ouepenpb ¢ 100 mc.
BbICOKUM Voice. [onocoBon  Tpaduk.
NPUOPUTETOM 6 110 KputnyHon aBnsietca 3agepxka
cebiwe 10 mc.
r 111 Network Control Reserved traffic.
[laHHble ynpaBneHna ceTblo.

HacTtponte knacc npuoputeTHOCTU nepepayn Tpaduka AOnd BbIXOLHOrO

nopta KommyTaTtopa npu nomowm TexHonormnm QoS. Mo ymonyanuio QoS

OTKNKOYEH Ha BCeX NnopTax, a NpuopuTteT Tpadmka HyneBsown.

[ns HacTpounku:

1. Buibepute nopT.

2. 13 Bbinagatowero cnmcka B crtonodue «CoS» ycTtaHoOBUTE MPUOPUTET.

Uewm Bbilwe 3HadeHne CoS, TeM BbiLLE MPUOPUTET;

3. B 3aBucumocTtu ot HacTpoek Bkntoumnte DSCP.

4. CoxpaHuTe HaCTPOWKY.

BOLID

BOLID

L ——

Pycoosd . [+ By s cucrmsns

i oo I50P U

PucyHok 9.15 — Knaccudmkauma nopra
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Mpumep:

YcTtaHoBuTe ans nopta 1 3HadeHue 1, a ans nopTa 2 3HaveHue 2.

MopT 1 1 NopT 2 ABNAKTCS BXOAHbIMM MopTamu, a nopt 3 — BbIXOAHLIM
noptoMm. 3HayeHne CoS nopta 2 6onblle, 4Yem y nopTa 1, NO3TOMY AaHHbIE nopTa

2 CHavana bygyT npoxoauTb Yepes nopt 3.

Knaccudurauma MNoproe [lnanupoewk Moproe Oopmuposatenn Mop

PucyHok 9.16 — 3HayeHne CoS nopta

9.2.4.2 Paspenbl «lnaHnpoBLwuKn noptoB», «llennep Tpacdpuka
(PopmupoBaTenu nopToB)»

Hactponku B pasgenax «[llnaHuposwmkn noptoB» u «llennep Ttpaduka
(®PopmupoBaTtenm nopToB)» WOEHTUYHbI, HanpaBfieHbl Ha HACTPOMKM Kracca
obcnyXuBaHus. PasHuua Mexay NHTepgencamm 3akrnto4vaeTcs
B TOM, YTO Ha nHTepdence pasgena «l1NaHNPOBLUMKA MNOPTOB» OTOBGpakeHa
MHopMaLnA O Bece naketa B odepenun, a Ha uHtepdence pasgena «Lennep
Tpaduka (PopmmpoBaTeENN MNOPTOB)» OTOOpakeHa WHGOPMAaLUS O CKOPOCTU

nepegaydn Tpaduka.
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PucyHok 9.17 — NnaHnpoBLUUK NOPTOB

BOLD TP KPS Facunpeisimt  AANMMMCID s Frecost, [ Buss o owwies
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A Snaceing
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PucyHok 9.18 — Wennep Tpadmka (PopmmuposaTteniv NopToBs)

Haxmute Ha uudpy B ctonbue «lMopT» Ans nepexoga K OKHY HacTpoek
«MnanunpoBwmk n wennep QoS wucxogdawero ¢ nopta Tpaduka. [NopT N»
(PncyHok 9.19). OKkHO HacTpoek No3BoNseT:

1. BoibpaTb MexaHn3m paboTbl. bnarogaps BbibpaHHOMY MexaHusmy byner
onpenenaTbCd NOPSAOOK nepefdadn MakeToB 4epe3 BbIXOOAHOM UHTepdenc
Ha ocHOBe WX npuopuTeToB. [Ns gaHHOWM MoAenu [OCTyneH BbIboOp w3 ABYX
MEXaHN3MOB:

— Strict  Priority (PQ — cTpormin npuoputeT o4vepeau) — MakeThbl
pacrnpefensiTca B COOTBETCTBMM C YCTaHOBIMEHHbIM npuoputetoM. CHavana
OTNPaBslOTCA MakeTbl C HauBbLICLUMM MNPUOPUTETOM B oYepeaun, 3aTtem

CO crneayoLLen oyepean 1 Tak 4o oYepeam ¢ HaMMeHbLLIMM NMPUOPUTETOM;
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— 2 — 8 Queues Weighted (WFQ — B3BelUeHHas cnpaBeasimBas ovyepenb) —
JaHHble n3 Kakoom oyepeamn obpabaTbiBaeTcs nocnegoBaTesnbHO,
HO B 3aBMCMMOCTW OT MNpuopuTeTa o4vepean onpenensieTcs  KonmyectBO
nepegasaemMoro Tpaduka 3a O4auH LK.

2. Hactpontb ckOpoCTb M Bec Bxoasdwero Tpaduka gna 8 ypoBHeu
npunoputetos (0T QO oo Q7), none «Lennep oyepean BxoadaLlero Tpaguka.

3. Hactpontb ckopocTb ucxogsuwiero Tpaduka, none «llennep oyepeamn

ncxoadawero Tpaguka.

MaauupoEwwmK 1 weinep QoS ucxogawero ¢ nopra Tpaduka. Mopr 1 X

PeskuM NASHMPOBLWMKS  Strict Priority

. MaaHupoeawmk
ouepegeit

Weinep peay

Tun orp.
CKOpOCTH

Qo kbps Line

QPort BrawounteCkopocte  EanHuua Bec  Mpouent
(0} ] kbps Line
Q2 kbps Line

Q3 kbps Line

Q4 kbps Line
Q5 kbps Line
Qb6 kbps Line
Q7 kbps Line
Weiinep peay ¢
BrnrounTe CkopocTe EgvHMua Twn orp. cKopocTh
101 kbps Line -
e [ o= ]

PucyHok 9.19 — lNnaHunposLwuk n wennep QoS ncxogsiero ¢ nopta Tpaduka

[Mpumep HacTponKN:

1. Boibepute B cTpoke «Pexum nnaHuposLmka» — «2 Queues Weighted».

2. B none «llennep o4epean Bxoasiliero Tpaduka» ycTaHOBUTE CKOPOCTb
Q0 n Q1 — 500 kbuT/c, a TN ckopocTn — Line.

3. B none «llevnep oyepean ncxogsawero tTpadguka» yCTaHOBUTE CKOPOCTb
— 500 kbut/c n TMN ckopoctTn — Line. Korga Bo3HUKaeT neperpyska u CKOpPOCTb
AByx noptoB cocTtaengeT 400 KGUT/C, CKOPOCTb MPOXOXAEHUSA BbIXOLHOIO MopTa
cocTtaBuT 250 kbuT/c.

4. CoxpaHUTe HaCTPOWKH.
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Maauupoewmk 1 wennep QoS ucxoasawero ¢ nopta Tpaduka. Moprt 1 X

I Pexxum naaHuposwmnka 2 Queues Weighted I

Llieiinep ouepeAn EXOAALLEro TPaduKa "":'.';;':ﬁ"*“

QPort |:| BrnrounteCropocte  EguHMLa :“" orpl.‘ Bec  Mpouext

Qo 500 kbps Line 50 50%

Q1 500 kbps Line 50 50%

Q2 kbps Line

Q3 kbps Line

Q4 kbps Line

Q5 kbps Line

Q6 kbps Line

Q7 kbps Line

Lleinep ouepean UcxogaLlero Tpaguka

Bxnrounte Ckopoctb EguHuya Twn orp. ckopocTi

500 kbps Line

[= B

I

PucyHok 9.20 — NnaHnposwuk 1 wennep QoS ncxogsilero ¢ nopta Tpaduka.
Mpumep

9.2.4.3 Ha ocHoBe DSCP
Ecnu Ha kommyTaTop npuxoaat naketel ¢ DSCP MapknpoBKoW, TO X MOXHO

pa3buTtb Ha 64 pasnuyHblx knacca DSCP no 8 ouepegsam npuopuTteTa.

Tabnuuya 9.10 — NMpuesaska no ymondaHnio DSCP k CoS (npuoputetam 802.1p)

BHyTpeHHMI 0 1 5 3 4 5 6 2
npuoputeT

DSCP O0-7 |8—-15 16 -2324-31|32—-39(40—-47|48 —55|56 — 63
CoS 0 1 2 3 4 5 6 7

[Mepen HacTpounkon BkntounTe DSCP Ha nopTy.

1. ns atoro nepengute «PacwmnpeHHble => Peako ucnonbsyemble => QoS

=> Knaccudukauunsa noptos» (PucyHok 9.21).

2. Beibepute nopt, Hanpumep, nopt 4 n 8, Bkntounte DSCP.

3. CoxpaHuTe HaCTPONKM.

BOLID
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PucyHok 9.21 — Bknitounts DSCP

4. Nanee nepengute «PacwupeHHble => Peako ncnonb3dyemble => QoS =>
Ha ocHoBe DSCP».

5. Hactponte DSCP. Hanpumep, ecrim ana DSCP Ha 4 u 8 3agaHbl
3HayeHus, CoS — 2, a DPL — 2 n 1, To BbINONHUTE crieayowine AencTeus:

— Bkntouunte nopt 4 1 8, ctonbew, «[JoBepATbY;

— [lopT 4: yctaHoBuTe CoS paBHbiM 2 n DPL paBHbIM 2;

— MNopT 8: yctaHoBute CoS paBHbIM 2 1 DPL paBHbIM 1.

— CoxpaHunTe HaCTPOWKY.

2 Yem 6onbuie CoS DSCP, TeMm BblILWe NPUOPUTET;

-0 CoOTBETCTBYIOLNI NakeT NopTa CHa4ana NporuaeT BbIXO4HOM MOpPT.

164 Sevoging

PucyHok 9.22 — Ha ocHose DSCP
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9.2.4.4 LiITopMmoBOM orpaHnM4nTenb
Hactponte 3awuTty oT ceTeBOro Litopma. YCTPOUCTBO NoAdepXuBaeT Tpu

naketa, KOTOpble MOryT HEeCTU Yrposy: ofHOadpecHbin, MHOroagpecHbIN
N LUNPOKOBELLATENbHbIN.

BbibepuTte nakeT v BKAYUTE 3aLlLUTY OT CETEBOro WTtopmMa. B none BBoaa,
ctonbey, «CkopocTb», BBeOMUTE MNPOMNYCKHYK CKOPOCTb nakeToB. Hanpumep,
Bblbepute «OgHOaapecHbIn» ycTaHOBUTE donaxok «Bkrounte» n Beeante 1024 ¢
B nofie «CKOpoCTby». OTO O3HA4aeT, 4YTO MOPT MOXET MNPUHUMATb CKOPOCTb

no 1024 k/c ogHoagpecHOro nakeTa.

EaiCTpON MMCTPORIS  PaCuipeisnie Pyrcomt . [# Buog iy cncrens:

' Ofaue Kacciupanngan Ncomon  Manaspougn Mogron pron  Ha oososs DSCP

PucyHok 9.23 — LLiItopmoBon orpaHnymtens

9.2.5 SNMP

KommyTtaTtopom nogaepxmsatotcs SNMPv1, SNMPv2 n SNMPV3.

— SNMPv1 — gna aesTopusaumm ucnonb3yeT community mma aHanormyHo
naponto. Ecnn community oTnn4aloTcs, YCTPOMCTBA UTHOPUPYIOT Takue NakeTbl;

— SNMPVv2 — otnuuun B meToge asTopusauum HeT. PacwwupeH cnvcok
BO3MOXHbIX onepauuin, TUNOB JaHHbIX U KO4OB OLINOOK;

— SNMPv3 — aBTopu3auma Ha OCHOBE [MOJSib30BaTENIbCKOW MOAEenNu.
BosmoxHa HacTporka pasnuyHbiX MapamMeTpoB asTopu3auuu, B TOM 4ucrie
wnppoBaHuna. 3ItoT npoTtokonni SNMP  asnsetca Haubonee 6GesonacHbIM
N pekoMeHayeTCcs ANs MCMNOoSib30BaHUA B YCIOBUSAX, TPebyroLlmx MOBbILLEHHOW

0e3onacHoCTW.
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BHUMAHWE!
[MpoTokonbl pasnnYHbIX BEpPCUM HEe COBMECTUMbI Mexay CcoboM.

OTnuymne nNpPoOTOKOSIOB, Kak M HEBEPHbIE HACTPOWMKM aBTOpuU3aLmu,
npuBeayT K UTHOPUPOBaHUIO 0bMeHa C 00enxX CTOPOH.

Ha pucyHke (PucyHok 9.24) wnsobpaxeH wuHTepdenc Hactpoek SNMP

Bepcun 1 n 2, HTepdEeNC HaACTpPoeK He oTnmyaeTcs. 1o ymonyaHuo 3HadYeHue

SNMP nopTta 161.

BAKTRES HOCTPOHND  Picusapeeuise  ARMAMACTERP-HWe

+ Obuine SHMP

- Peaxe wcromayeuse
SNMP [ ]

ERFS
seponnsine [ sl SNMPY2 MM 3

acl
o1 nete

ERUCR Capepine Corurmmsity Tomes A TR e

(T Commeity 4TS STENS W SITHCN  porcsie

IGMP Sncaging A

Hof Topt Trap cepeeps ]

Petpamcasmap DHCP

LLoe

PucyHok 9.24 — Hactponkun SNMPv1/v2
Ha pucyHke (PucyHok 9.25) wnsobpaxeH wuHTepdenc Hactpoek SNMP

Bepcun 3.

]

i i |
PucyHok 9.25 — HacTtponkun SNMPv3

B cnenytowen Tabnuvue onucaHbl NOMs, OTHOCALLMECS K 3TUM HAcTPOMKaM.
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Tabnuua 9.11 — Nonga HacTpoek

HasBaHue

OnucaHue

Bepcna SNMP

SNMP vl — yCcTpPOMCTBO BbLIMOMHAET  TOJIbKO
npoueccbl Bepcun vl SNMP.  (SNMPv1 —
n3HadanbHas peanu3auust npotokona SNMP,
paboTaeT c Takumm npoTtokonamu, kak UDP, IP,
CLNS, DDP u IPX);

SNMP  v2— yCTpOMCTBO BbIMOSIHAET  TOJIbKO
npoLieccsol Bepcun  v2 SNMP. (SNMPv2
nepecmaTpuBaeT Bepcuto 1 U BKMoYaeT B cebs
ynyyLeHus B obnactu NPON3BOAUTENBHOCTH,
BGesonacHoCTN,  KOHMUMOEHUMANbHOCTU U CBA3AX
Mexagy ceTeBbIMU MeHeKepamu, CNYXUT
Ans nonyyeHus bonbLioro KonuyecTBa
ynpaBnsawLWmnX AaHHbIX Yepe3 oauH 3arnpoc. Bepcuu
SNMP v1 nv2 coBmectumsbl Anss OQHOBPEMEHHOIO
NPUMEHEHNS);

SNMP  v3— yCTpPOMCTBO BbLIMOMHAET  TOJIbKO
npoueccbl Bepcun v3 SNMP, Heobxoaumbl nOrmH
nnapone pgna pab6otbl. (Bepcum SNMP v1 unv2
ogHoBpemeHHO ¢ SNMP v3 He npumeHatoTca. SNMP
v3 MPUHOCUT U3MEHEHMUST B NpOTOKON AobaBreHnem
KpunTorpadguyeckom 3aLUnTHI, ABNAETCH
ynyyweHuem 3a cuert HOBbIX TEKCTOBbIX
cornaweHun, koHuenunn n TepmmHonornm SNMP).

Community
TOMbKO AN YTEeHUN

Hoctyn SNMP TONbKO ans YTEeHUs:
nogaepxuneaetca ona Bcex uenen SNMP.

Community
OS5 YTeHUS 1 3anucu

Hoctyn SNMP ans YyTeHus 1 3anucu:
nogaepxuneaetca ona Bcex uenen SNMP.

Appec trap cepsepa

Agpec cuctembl MoHuTOpuHra cetn wunm  [K
C NpeaycTaHOBIEHHbLIM cneynann3vpoBaHHbIM
NporpaMMHbIM  CPeaCTBOM  MOHUTOPUHra. CnyxuT
Ans CaMOCTOATENbLHON OTnpaBKu
BUOEOpPErMcTpaTopoM MHgopmMauumnm o cobbiTUsIX Mo
npotokony SNMP.

[MopT Trap cepsepa

[MopT cuctembl MoHUTOpUHra cetm  wunm  T1K
C NpeayCTaHOBIIEHHbIM creumnanm3MpoBaHHbIM
nporpaMMHbLIM ~ CPeACTBOM  MOHUTOPWHra  Ans
3axBaTa naketoB no SNMP npotokony. 3HadeHus
napameTpa B gnanasoHe oT 1 go 65535, ¢ warom 1.
3Ha4yeHue No ymon4yaHuio: 162.

=l=]il=)
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HasBaHue OnucaHue

HasBaHue Trap cepsepa | 3agaHue MMeHU cepBepa

Nonb3oBaTenb TONLKO Beoantcsa nma nonb3oBaTtens c npaBamMn TOJ1IbKO Ha

ANs YTeHns yTeHue.
Nonb3oBaTenb Angd Beoantca nms nonb3oBaTtensd ¢ npaBaMu Ha YTeHue
yTeHusa/3anucu M 3anuceb.

YcTtponcteoMm  ucnonbdyetca  pexum  SNMPv3
«aBTopmsaumsa C wundposaHnemMmy. 34eCb MOXHO
3agaTb MeToq WUdPOBaHUSA Kroda aBTopu3auun.
MoxxHo BbIOpaTb Mmexay MDS unn SHA.

Twun aBTOpPU3aLIUK

Beeante naponb aona ayteHTudukauuu. [llaponb

[Maponb aBTOpPM3aLNMK
OOJMKEH coaepXXaTb HE MeHee BOCbMW CUMBOJSIOB.

Mone BbIbopa MeToaa WMdpoBaHUA nepegaBaemMbIX

Tun widpposatus AaHHbIX. MoxHo BbIbpaTe Mexay DES vnun AES.

None  pans 3agaHus Krnro4a LWndopoBaHus

Kntoy wundpoBaHus
nepegaBaeMbliX JaHHbIX.

9.3 DHCP
9.3.1 PetpaHcnatop DHCP

DHCP (Dynamic Host Configuration Protocol) — npoTokon guHamuM4yeckoro
KOH(purypuposaHue xocta. ObecnevnBaeT MnosyyeHne ceTeBbiMU YCTPOMUCTBaAMMU
IP-agpecoB oT cepBepa B JsiokanbHou cetm DHCP —umeeT apxuTtektypy
«KnuneHTt — CepBep». DHCP-knueHT 3anpawumBaeT ceTeBoM agpec w gpyrue
napametpbl Yy DHCP-cepBepa, cepBep npenoctaBnsieT ceTeBoM agpec
N napameTpbl KOHUrypaummn KrimeHTam.

9.3.1.1 BkntroyeHue
[ns Bblbopa ycTponctBa B kadyectBe cepBepa DHCP Bkniouute yHKUMIO

B cTpoke «[InobanbHbin pexum. Hactponka DHCP-cepBepa COCTOUT U3 Tpex

yacten: «VLAN», «/AckntoyeHHbIn [P» n «llyny».
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PucyHok 9.26 — Hactponka DHCP cepBepoB
9.3.1.2 lo6aBneHune VLAN
Ykaxute pguanasoH VLANos, B «kotopom DHCP 6yger BkntouyeH
NN OTKIHOYEH.
Haxmunte «[JobaButb» B none «VLAN», nanee seBeaute gmana3oH VLAN,

KOTOpbI€ HY>XHO 406aBUTb B CMUCOK.

Oobaeute pexxum VLAN X
Jwanasox VLAN

PucyHok 9.27 — [lo6aButb pexum VLAN
9.3.1.3 lobaBneHue uckno4veHHoro |IP-agpeca
CoxpaHeHHble IP-agpeca n3 cnmcka UCKIIOYEHHbIX He ByayT HasHayvaTbecs
DHCP-knuneHTy.
Haxmnte «[JobaButb» B none «WcknoyeHHblin [P», panee BBegute

IP-agpec nnu gnanasoH IP, kKoTopble HY>KHO [06aBUTL B CMNCOK.

LobaenTe ucknrovaemeli IP X

Wecknrougnnend IP

PucyHok 9.28 — [1o6aBnTb ucknioyaemoin IP
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9.3.1.4 lo6aBneHne DHCP POOL
HacTtponka DHCP cepsepa BkntoyaeT B cebs onpeneneHve nyna agpecos,

KoTopble 6yayT pasgaBaTbCs.
Haxmute «[dobaButb» B none «[llyn», panee BBeauTe [AaHHble

anst po6aeneHna (Tabnuua 9.12).

Aobaeute nyn X

Wma myna

Tun Network

IP
Macka nogcetn

Bpema apeHpsl 1 aHeR 0 uacoE 0 MIAHYT
LLInto3 no yMonuaHuo

WMnenTudukatop KaneHTa None

L« ome |
PucyHok 9.29 — [lo6aBuTb nyn
Tabnuua 9.12 — [lobasnsiemble napameTpbl Npy gobasneHne nyna

MapameTp PyHKLNA

MNone ans BBOAA MMEHW Nyna agpecoB (Npu BBOAE

Mmsa nyna
ncknounTe npobenel, Hanpumep, vian2_test).
M3 Bbinagatowero cnucka Bblibepute Tun nyna
agpecos:
— None — Tnn He BbIBpaH;
— Network — pgaHHble BBOAATCA Ans cermeHta |IP
Tun aapecos;
— Host — paHHble BBOOATCA [On9 KOHKPETHOro
DHCP KNneHTa, onpeaensemMoro no
annapatHoMy agpecy wunu unaeHTtudukaTopy
KnueHTa. iInamBuayanbHble napamMeTpbl KnneHTta
BBOOATCA B CTpoke «aeHTndukaTtop KnneHTa.
IP Mone ans BBoga IP-agpeca xocTa unmn ceTw.
Macka noacetun [Mone ans BBO4a Macky NOACETU XOCTa UK CETH.

Mons Ans BBOAA BPEMEHW apeHdbl AN BblOpaHHOro

Bpemsa apeHabl nyna aapecos.

NMone Ansa BBOAA LIMO3a MO YMOMYaHWIO Ans nyna

LLIno3 no ymonyaHuio
afpecos.

[Mone akTnBHO npu yctaHoBke « Tun — HoSt».

NaeHTudmkaTop knveHTa | 3 BbinagalroLllero cnucka BbibepuTe U BBeguTe
nHAMBMAOyarnbHble AaHHbIE KNNWEHTa.
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10 HACTPOUKU BE3OMNACHOCTH
10.1.1 bBe3onacHocCTb

10.1.1.1 YnpaBneHue nosib3oBaTtesiiMmm

Ha pucyHke Hwmke (PucyHok 10.1) nokasaH WHTepenc ynpasneHud
CUCTEMHbIMM NMapamMeTpaMm Y4ETHOM 3anmcu norb3oBaTens.

[na n3aMeHeHnss Naponsa y4€THOW 3anncu HaXXMUTe KHOMKy # B cTonbue
«N3MEHUTBY.

Maponb p[ofmkeH npeactaBnATb COOOM  KOMOWMHAUMIO JAaTUHCKUX OyKB
BEPXHEro N HWXHEro pernctpa, AnMHon He meHee 8, Ho He Bornee 32 cMMBOSIOB

(cumBonbl: « ' », « " », « ; », « @ », « & » HegonycTUMbl Ana Beoda). [ocne BBoaa
naponsa Haxmute «OK»

Homep Mum ponssosatess  Hasesare Yanawre

PucyHok 10.1 — iameHeHue napons
[na no6asneHnst HOBOro NonNb3oBaTenNs:
1. Haxxmute kHonky «[Job6aBuTb».

2. B nosiBuBLLIEMCS OKHE BBEOAUTE MMS HOBOrO MOSib30BaTens u naporb.

3. CoxpaHuTe nonb3oBaTens.

. [lo6aBneHHbIN nonb3oBaTenb nmeet aHanornyHole npaea,
YyTO M nonb3oBaTenb admin;

. HeB0O3MOXHO yoanuTb nonb3oBatesns admin.
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VIR rOAGIOmITeI quut

PucyHok 10.2 — [lo6aBneHne nonb3oBaTens

10.1.2 802.1X

IEEE 802.1x — 9TO cTaHOapT ayTeHTUdUKaumMm yCTPOUCTB, NOAKITHOYEHHbIX
K KOMMYyTaTopy. QTO TUN MNPOTOKOSMa yrnpaBfeHna OOCTYrNOM K CEeTU Ha OCHOBE
nopTa, NO3ToMy A4S paboTbl 3TOro NPOTOKOMA Ha MOPTY KOMMYyTatopa OOSmKHa
OblTb  CKOHGMrypupoBaHa  yHKUMSA  ayTeHTMdukaumn. YTOo  Kacaetcs
NOSIb30BaTESIbCKOr0  YCTPOMCTBA, KOTOPOE MOAKMYaeTCs K HaCTPOEHHOMY
Ha aBTopm3aumio no 802.1X nopTy, OHO [OOSMKHO noaaepXmBaTb [AaHHbLIN
NPOTOKON ayTeHTUUKaLUN.

10.1.2.1 CtpykTypa cetn 802.1x
[Mpoctenwan cxema 802.1x BKMto4YaeT B cebs TpU 4acTU: KIUEHT, areHT

(kommyTaTOp), HACTPOEHHbIN Ha paboTy C  KOHKPETHbIM  CEepBEepoOM

ayTeHTumKaumm n cepsep ayTeHTUUKaLMN.

Ll

KnueHTt

Aredt Cepeep
(KommMmyTaTop) Ay TeHTHgI MK LMK

2l

KnueHT
PucyHok 10.3 — Cxema
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— KnueHT  (cynnnvkaHT) — 3TO  MONb30BaTeENbCKOE  TepMUHANbHOE
YCTPOMNCTBO, Tpebytouiee [ocTyna K rokanbHowu ceTu, KoTopoe
ayTeHTUunumpyetca B nokanbHou ceTtu. KnuneHT pomkeH OyaoeTr ycTaHOBUTb
nporpammMmHoe obecneveHune, nogaepxmaatowee 802.1x naeHTUdnKaumLo;

— AreHT (ayTeHTuumKaTop) — 9TO ceTeBOe YCTPONCTBO, KOTOpOE ynpasndeT
KnneHTckum goctynom B ceTb LAN. OHO pacnofioXeHo mexay KiveHTamu
N cepBepoM ayTeHTUdMKauum, KOTOPbIN NpefocTaBnseT nofb3oBaTensamMm nopt
OOCTyna K JokanbHoOM ceTn (msmyeckun nopT WM NOrMyeckur nopr)
N peanu3yeT ayTeHTUMKaUUIO Ha MNOAKMIYEHHOM KIIMEeHTe MOoCpencTBOM
B3aMMOLENCTBUS C CEPBEPOM,;

— CepBep ayTeHTudunKaumm Ncnonb3yeTcs ans peanunsaunm
ayTeHTudukauum, astopmsaumm n bunnudra. na 802.1X ato cepsep RADIUS.
CepBep npoBepKn MNOASIMHHOCTU NPOBEPSET 3aKOHHOCTb KNWEHTa B COOTBETCTBUM
C ayTeHTU(UKaunmoHHOM WHOpMaUMen KrnneHTta, OTMNPaBfIEHHON CO CTOPOHbI
ycTponcTea, W  WHGOPMUPYET YCTPOMUCTBO O pesyrnbTartax MpOBEPKM.
Mo napameTpam areHTa NpuUHMMaEeTCsa pelleHue, NO3BOSIUTb NN KINWEHTY O0CTyn
nnu Het. Ponb cepBepa ayTeHTUMUKaUUM B HEDOMbLUMX CETEBbLIX cpedax MoXeT
BbIMNOSIHATE YCTPOMCTBO, KOTOPOE peanusyeT foKalbHYl ayTeHTUdMKauuio,

aBTopu3auunio 1 OUNNNHT KIUEHTOB.

10.1.2.2 802.1x AyteHTUdMKaLmUsi NOPTOB
MopTbl goctyna LAN, npegocrasnsiemble YCTPOMCTBOM KrMEHTaM, MOXHO

pasgenuTb Ha aBa Tuna «KoHTponupyemble» U «HeEKOHTponMpyemble» MOpPThI.
Nobon  kagp, NOCTyNMBWMA B MOPT, MOxeT OblTb  OTnpaBneH
KakK Ha KOHTPONMPYEMbI NOPT, Tak U HEKOHTPONUPYEMBIN NOPT.

— HekoHTponupyemblAi  NOpT  Bcerga  HaxoauTcsl B COCTOSIHUM
[BYHanNpaBrieHHOr0  COEAMHEHMWs, KOTOpOe  WCMOMb3yeTcss B  OCHOBHOM
Ons nepegadn MNakeToB ayTeHTUudukaumm. 3To HeobXoaMMO, YTOObl KIMEHT

BCeraa Mor obMeHMBaTbCS NakeTaMu MaAeHTUdUKaLmm;
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— KoHTponupyembin nopT HaxoguTcs:

— B COCTOAHUMWM AOABYHanpasJyieHHOro coegnHeHna nocre yCﬂeLUHOVI
aBTOpU3aLnn;

— 3anpeta npmHMMaTb nobble nakeTbl OT KAMEeHTa B COCTOSIHUU
HEeCaHKUMOHUPOBAHHOIO AoCTyna.

10.1.2.3 Pexxum 3anycka ayteHTucpukaumm 802.1x
Mpouecc ayteHTUunkaunm 802.1X NMHUUNANU3NPYETCA KITMEHTOM, HO TaKXe

MOXET 3anyckaTbCs U KOMMYTaToOpPOM.

1. Pexxum akTuBauuu Tpurrepa KnmeHToM:

— Tpurrep MHOroagpecHoOm paccbifniku — KIIMEHT OTNpaBfseT Ha yCTPOUCTBO
nakeT 3anpoca ayTeHTUduKauuu, Ang vHMuuauuu npouecca ayTeHTUUKauuu.
Appec HasHadeHus naketa asnsetca MAC-agpecoM MHOroagpecHom paccCbifku
01:80:C2:00:00:03;

— Tpurrep  WIMpOKOBeWATENbHOM  PacCbUIKM  —  KIIMEeHT  OoTnpaBnsaeT
Ha YCTPOMCTBO MakeT 3anpoca ayTeHTuukaumm gna uvHuumMauum npouecca
ayTeHTUdpukaumm, agpec HasHayeHuMs naketa —  LIMpPOKOoBellaTenbHbIU
MAC-agpec agpec. JTOT pexmm Mno3BONsSieT pewwunTb npobrnemy, CBA3AHHYHO
CTeM, 4YTO YCTPOMCTBO He MOXEeT nMonyy4uTb 3anpoc OT KIMeHTa
Ha ayTeHTUMKaLmMo, MNOCKOSIbKY HEKOTOpble YCTPOMCTBA He NnoagepXusatoT
MHOroaZpecHble nakeTbl B CETU.

2. Pexxum aktnBauumm tTpurrepa yCTpOMCTBOM:

Pexunm aKkTMBauum Tpurrepa YCTPOWMCTBOM ncnonb3yeTtcsa
A9 COBMECTUMOCTU C  KMWEHTaMK, KOTOpble He MOryT CcaMOCTOATENbHO
OTNpPaBnNATb NakeT 3anpoca ayTeHTudukaunun. CywecTByeT ABa TUna akTuBauum
Tpurrepa ayTeHTudukaumm yCcTpomcTBoM:

— Tpurrep MHOroagpecHom paccCblfikh — YCTPOMCTBO aKTUBHO OTMpaBnsieT
nakeT 3anpoca ayTeHTUMKauuu KIMEeHTYy C perynsapHbiM  MHTepBariom

(no ymonyaHwuto — 30 cekyHA);
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— OgHoadpecHbln TpUrrep — Korga KOMMYTaTop nosflydaeT HEU3BECTHbLIN
nakeT oT MAC-agpeca UCTOYHMKA, YCTPOUCTBO ByadeT OoTnpaBndaTb NakeT 3anpoca
ayTeHTUpukaumm Ha MAC-agpec MCTOYHMKA nepefayu Onsa 3anycka npolecca
naoeHTngukauumn. lNpouecc NOBTOPUTCHA, €CflN 3a yKa3aHHOE BpPeMsi OT KIMEHTa
He OyQeT nornyyeH OTBeET.

10.1.2.4 YnpaBneHue aBtopusauuen nopta (NSA)
OTO MeHI0 No3BONSAET ynpaBnATb COCTOSIHMEM ayTeHTuduMKaumMm nopTa.

MopoepxuBaeTcs YeTbipe Crneaylowmx aBTOPU30BaAHHbLIX COCTOSHUS:

— [NpuvHyouTensHO aBToOpM3OBaH — 3TO O3Ha4yaeT, 4TO MNOpPT Bcerga
HaxoAUTCs B  aBTOPU3OBAHHOM  COCTOSIHUW, 4YTO  MNO3BOMSIET  KIUEHTY,
MNOOKIIOYEHHOMY B  COOTBETCTBYWOLUMA MNOPT, MNOSy4YUTb JOCTYN K CEeTU
6e3 npoxoXxaeHnsa npouecca ayTeHTUdUKaLmm;

— [NpuUHYauTENBHO HE aBTOPU3OBaH — O3HA4YaeT, YTO NOPT BCerga HaxoanTcs
B HEABTOPU3OBAHHOM COCTOSIHMMW. YCTPOMCTBO He ByaeT npefoCcTaBnsaTb CNyxoy
NPOBEPKN NOASIMHHOCTU AS1S KIMEeHTa N, COOTBETCTBEHHO, JOCTYI K CETY;

— 802.1x Ha ocHOBe nopTa — O3Ha4yaeT, YTO HayanbHOE COCTOsIHME nopTa
ABSETCA HeaBTOPM30BaHHBIM. DTO He NO3BONAET NOMAyyYnTb OCTYN B ceTb. [MopT
OyaoeT nepeknveH B aBTOPU3OBAHHOE COCTOAHWE, €eCnn KIUEeHT nponget
NPOBEPKY NOAMHHOCTW. Nocne aToro cMoXeT 0OMeHMBaTLCS AAaHHBIMUY B CETY;

— ATopusauusa no MAC — o3HayaeT, 4YTO aBTopusaumsi nponcxoauT Ha base
MAC-agpeca. OTO He nO3BOMsieT MOMAy4YUTb [OCTyn B ceTb. [lopT 6Gyager
NepeknioyYeH B aBTOPU30OBAHHOE COCTOSAHWE, €CrN KIAWEHT MNpPOMOET NPOBEPKY
noafIMHHOCTU. [locne aToro cmoxetT obMeHNBaTbCA JaHHLIMU B CETMU.

Mpumep KoHUrypauum:

— Cxema ceTu:

MoaceTb knuMeHTa — 192.168.1.1/24, IP-agpec cepsepa ayTeHTUdMKaLum
B aTom ceTn — 192.168.1.100.

TpebyeTca ayTeHTU(UKaAUNA cepBepoM ayTeHTUukauum npu odbpalleHun

KO BCEM rnoptam yCTpOMCTBa.
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HacTtpowka:

1. lNepekntounte BCe MOPTbl B COCTOSHWE ayTeHTudukauum «802.1X Ha
OCHOBE nopTa» Kak nokasaHo Ha pucyHke Hmke (PncyHok 10.4).

2. Hactponte agpec cepBepa ayTeHTUMKALMN, KaK MOKa3aHO Ha PUCYHKe
Huxe (PucyHok 10.5).

10.1.2.5 HacTp. 6e3onac. goctyna k cetn (NSA)

PucyHok 10.4 — HacTtpowka 6e3onacHocTn goctyna k cetn (NAS)

10.1.2.6 Hactpounkun RADIUS

PucyHok 10.5 — Hactponkun RADIUS
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11 AUATHOCTUKA U OBCITY>KUBAHUE
11.1 PACWIMPEHHbIE/OBLUME
11.1.1 KoHdpmrypauus

11.1.1.1 CUCTEeMHbIN XypHan

NHutepdenc (PucyHok 11.1) npefoctasBnsieT BO3MOXHOCTb MpOCMOTpa
N apxuBauun UHGOPMaLUMM U3 XypHana cobbiTUiA perucTpaumm m CUCTEMHbIX
cobbITNIN YCTPONCTBA.

[ns noucka 3anucym HeobxoanMOo 3agaTb HayanbHOE M KOHEYHOE BpeMs,
BblbpaTb TUN cobbITUS U HaXXaTb KHOMKY «[TonCK».

B xypHane xpaHutcsa makcumym 10000 3anuncen (go 10 3anucen Ha Kaxgom
N3 cTpaHuy). Ona nepeknioyeHna Mexagy CcTpaHuuamMu UCNoSib3ynTe CTperiku
4500 My Beegute B none (® Bl HoMep HYXHOW CTpaHULbl M HaXMUTe
kronky E.

[na coxpaHeHus >xypHana coObITUA, HeoDbXoAMMO HaxaTb KHOMKY

«JKCNopT».
== - = Pyecemt . [ Buancyy s csmcopmnd
izers ] R
Hacroohen VIAN Vpomew: Intormat . m

Tataunsn WAL Howep  flerenapenn Tporea Ormess
852 018-01-D1 ERIZH5L
{11} 2018-01-D1 092251
3 Bagpls inasiy et 854 HIB0IN0ERET

8.01.51 92880

B85 018-01.31 09210

86 026-01-70 09319 " LA s Feject HTTP acosss brom 1P addros

CEETETY T > |

[+ e | 50 |
PucyHok 11.1 — IHTepdenc npocmoTpa xKypHana

11.1.2 HacTtpouka nopToB

Onsa nepexoga K WHQOPMaUMOHHOMY OKHY «WHopmaumsa o nopTex
HaXXMUTe Ha HoMep BblIGpaHHOro nopta B ctonbue «lopT».

BbibepuTte 13 Bbinagatowero cnmucka napameTp «lMogpobHaa craTtucTmka.
B okHe 6yneT oTobOpaxeHa geTanbHas CTaTUCTUKA U MHPOPMaUNIo ONS KaX4oro

nopTa KOMMyTaTopa.
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JTornyeckyro getanbHyl0 CTaTUCTUKY O nNepefaHHbIX/NOSTyYeHHbIX MnakeTax
(MakeTtol Tx/MakeTbl Rx), konuyectBe NpuUHATLIX/OTNPaBneHHbIX 6antoB (Rx/Tx)

n o owmnbkax npuema/nepenaym (Tx cHeTUMK oIMBOK/RX cHeTUMK OLLIMBOK).

BuiCTRaA MICTPOWKD  PICUSHPOHHBE  ARMIMHCTRMP=HISE WA [ Beion 3 cHoTembl

HHPOPMILMA & NoRTE. *
Bl nopr: Mogpcdnas cramncTiea sercagroencne: || [E)
" 1 Be#ra nomyusHo CHETUMKN 6 wEME NRMHATENS X EMETUMK BUlBaK
Flaigere) R a 64 G a Rx artpcuenc, a
RXOieTos a 65127 GafT ] R CRC/E6IPIBHABANME ]
R QigHoaapeches: a 128255 Gaitr a Fox el pasuepa a
Pt MHOroag0a e a 236-511 6T a R MDEELI, Da34eDa a
Fox llupowoeens oe a 5121023 Baiir a R panuesiriy spoeaka a
R Tlaysa a 10221526 Badn a R Jabier a
1527 i a R argunsTpomsH a
Ecera napsgana CueTamkn odniua nepeRzHHoTD T cunmamk cambox
Mlaers) Te T8 4 6aia 26462 TeETEpoWEHD a
- Te Okreros 187767 65127 Bairr a TocLate/Ex. Kannna. a
T Db0aAp2CHEB a 128255 Eai 127
T Mraroagpes s ] FE6-541 Gair a
=1
Wnpokoseu a 512-1023 Badie a
TaMayza 4 101241526 Gaiin a
1327 Gair a
e |

PucyHok 11.2 — lNogpobHasa ctatuctumka

Boibepute wu3  Bbinagawowero cnucka napametp  «MHpopmauna
O TpaHcuBepe». B okHe OygeTr oToOpaxeHa OCHOBHasi  WHdopmauus
O NMOAKMIOYEHHOM OMTUYECKOM Mogyrie (Npou3BoAUTESNb, part HoMep, CEPUNHBLIN
HOMep M T.O); COCTOSIHAME OMNTMYECKOW JIMHMK, 3a CYET MOHUTOPUHra YpOBHEN
CUrHaANoOB W NpoYMx napameTpoB onTtudecknx nepepatymkos (DDMI)

(HanpsbkeHue, TemnepaTypa, TOK CMELLEHNSA, MOLLHOCTD).

GIGALNG GL-OT-56085C1-15 G02011270405 e 2000-12-04 1D0RASE X

Tatnms MAC
Tatiarua AR
apopiasain COLE
Spanning Tres ++ : Tpegara - wl, + 21y . wopaes, - - XE HOPMS, = © TREBOE - MONE FOpMSL
Tic nepemaTe, i naryte, mA Mttmaanep, dEm: dim
Papea sennssaysaue
Teunepartypa{T) 43025 13000 #0.000 -3.000 -10.000
Hanpaxesve(s) 12184 17000 15000 10000 20000
Tt Blasima) 223 5000 0000 12000
Tr PoweriBr) 54835 09995 Q0000 =LLET 150018
Rz Power{d2m) T13: 09 00000 25,0205 266897

T
PucyHok 11.3 — IHdbopmaumsa o TpaHcuBepe
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11.1.3 Tabnuua ARP

ARP (Address Resolution Protocol) — npotokon pgna onpegeneHus
COOTBETCTBUSA MeXay Norm4eckum agpecom ceteBoro yposHs (IP) n dusmyeckmm
agpecom yctpounctea (MAC). Cama cBa3b Mexay OBYMSI YCTPOMCTBAMWU B CETU
NPOXOOUT Ha KaHaNbHOM YPOBHE.

Bca nngopmauma o conoctasneHnn mexay |IP-agppecamu n MAC-agpecamm
3aHocutcsa ARP-Tabnuuy kommyTaTtopa.

B Tabnuue MOXHO NPOCMOTPETb BCE CYLUECTBYHOLME 3anucu, yaanuTb

3anucu nnu nobaBuTb.

T - - . - | RS e Sres

M411pM H

PucyHok 11.4 — ARP-Ttabnuua
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11.2 PACLUMPEHHbIE/PEQKO UCNONb3YEMbIE
11.2.1 ERPS

ERPS (Ethernet Ring Protection Switching) — ceTeBon npPOTOKON,
MCNONb3yHLWUNCH NS NpeaoTBpalleHms obpasoBaHus neTernb B TONOMNOMMN Tvna
«Konbuo»  meTogoM  OTKMYeHuss  nopTta.  [lpoTokon  mMcnonb3yeTcs
TONbKO B KOMbLEBOW  Tonosiormm 1M obnagaer  nyyvywen  CXOOUMMOCTbLIO
(nopsigka 50 — 200 mc), 4YeM npoTokosibl cemenctea STP y KOTOpbIX BpeMs
cxogmumocTtn gocturaet 30 — 50 ¢ gna STP u 4 ¢ gna RSTP. [JaHHbI NpOTOKOnN
He cnocobeH onpeaendaTb TOMOMOrMI0, OTANYHYO OT HACTPOEHHOW, YTO NO3BONSET
Tak ObICTPO pearnpoBaTb, HO MNpu 3TOM TpebyeT BKMOYEHUS (roe 3TOo
HeobXo4AnMO) OOMONMHUTESNBHLIX Mep, Takux Kak, Hanpumep, «bopbba ¢ neTnsammy.

11.2.1.1 Hactpoukn MEP (Maintenance End Points)
MEP (Maintenance Entity Point) aBnsetca 4actbto ERPS. YcTponctso

ypoBHs 2, gobasneHHoe B ERPS, HasbiBaetca y3nom. [Jobasnamte He Gonee
asyx noptoB B ERPS gna kaxgoro yana.
Ons pobaeneHna MEP Haxmute KHonky «+[dobaButby». B nosBuBLueMCS

OKHe BBeauTe napameTpbl ans codgasaemoro MEP (Tabnuua 11.1).

ScseMnasn
MlopT MomTopIMT

........

PucyHok 11.5 — [lobasneHne MEP
Tabnuua 11.1 — NapameTtpbl AgobasneHne MEP

MapameTp PyHKLNA

[Mone BBOga HoMepa ak3emnndapa MEP. JocTynHbiv

dKaemnnsp AuanasoH ot 1 go 1077.
[Mone BBOAa HOMepa MopTa, KoTopomy 6yager
[MopT MOHUTOPUHra npuHagnexate MEP. JoctynHbin guanas3oH ot 1 go

36.
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MapameTp PyHKLUA
YpoBeHb Mone BBOAa YpoBHA oOcnyxmBaHus. [OCTynHbIN
ananasoH ot 0 go 7.
lNone BBOOa paHee HacTpoeHHoro npotokona VLAN,
Ter VIN Hanpumep, VLAN 3. [ocTynHbin guanasoH ot 1 go
4094.

Haxmnte Ha umdpy B ctonbue «3k3emnngp» ANa nepexoga B OKHO
koH(purypaumm MEP (Tabnuua 11.2).

KoHdurypauna MEP X

MapameTpel

FEGnS Pexxvm MEP Hanpaeaenue oy

CocTosiHMe onepaymu
MOHWTOPWHra

3xzemnanp MAC agpec

MOHWTOPKWHIa

1 Port MEP EXOAsLLEE 2 6C-1C-71-67-CD-E0 [ ]

Hactpoiika

YpoBeHe MEP ID Ter VID

0 1 3

Hactpoiika Peer MEP Nobasurs

[ ] Peer MEP ID

BTN |

OpHoaapecHell Peer MAC Ypanute

|DO'DO 00:00:00:00 |

o omes ]
PucyHok 11.6 — KoHdurypauma MEP

Tabnuuya 11.2 — NapameTpbl HacTponkn MEP

MapameTp DYHKUMSA
JK3emnnaAp
ObnacTb
MOHUTOPWHra
Pexum MEP | manens oTobpaxaeT paHee 3ajaHHble
MapameTpb! HanpasneHve |napameTpbl, ©onee nogpobHO  Kaxabiv
MopT napameTp onucaH B Tabnuue  Bbllle
MOHMTOPUHIa (Tabnuua 11.1).
MAC agpec
CocTtosiHue
onepauuu
VDOBEHbL BeibepuTte 13 BbiNnagaroLero cnvcka ypoBeHb
Hactpoliika P MGP HacTtpausaemoro MEP.
MEP ID NpeHTudmkatop MEP.

BOLID
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MapameTp PyHKUMA
Homep TermpoBaHHonm VLAN. Ona VLAN c
Ter VID atum VID 6yneT nobasneH C-tag nnn Stag (B

3aBucumoctn ot Tuna nopta VLAN). Ecnu
pobasneHue Tera He TpebyeTtcs, BBegute 0.

NoeHTndoumkatop O4HOPAaHroBoro MEP
uenesoro MEP. Ucnonb3ayeTtca Tonbko, korga
oaHoagpecHbln MAC-agpeCc OQHOPaHroBOro
YCTPOMCTBA COCTOUT N3 OOHUX HYIEN.

Peer MEP ID

OTtobpaxaeTtcsa opgHoagpecHbin MAC-agpec
OOHOPAHroBOro YCTPOMCTBA COCTOUT U3 OOHUX
Hyrnen. (MAC-agpec OHOaApPECHOro
ogHopaHroBoro ycrtponctea): OgHoagpecHbIn
MAC-agpec uUeneBoro KommyTaTopa Wwnu
yCTpouncTBa. Bbl MoXeTe BBECTU
ogHoagpecHbin MAC-agpec B  dopmaTte
XXX XX XX XX XX,

HacTtpouka roe X — WwecrtHaguarepuyHas undpa.

Peer MEP OpHoagpecHbii | MPUMEYAHWME: Korga 3agaHo codepxumoe
Peer MAC nona «Peer MEP ID(WoeHTudmkaTop
ogHopaHrosoro MEP)», ycTponctBO MOXeET
OCYLLECTBNATb aBTOCoOrfnacoBaHue
napameTpoB C CoOcegHUM YCTpoOUCTBOM (Mo
MAC-agpecy). loaTtomy, nonb3oBaTesnib MNpwu
Ha4YanbHOM KOH(purypmpoBaHmum MOXeT
3apatb B none «OpgHoagpecHbin Peer MAC
(OpoHoappecHbin MAC-agpec ogHOpPaHroBoro
ycTpomcTtBa)»  OOHW  HynNK, TO  €eCTb
«00:00:00:00:00:00».

Haxxmnte kHonky «Delete» ans yganeHus

Yoanutb
a co3pnaHHoro «Peer MEP»
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11.2.1.2 NapameTpbl ERPS
Onsa pobaeneHna oaksemnnapa ERPS Haxmute KHONKy «+[o6aBuUTb.

B nosBuBlLEMCA OKHE BBeauTe napameTpbl AOnsa co3gaBaemoro  ERPS
(Tabnuua 11.3).

A NPVYMEYAHVE!
. Mepen wucnonb3oBaHnem ERPS Heobxogumo oTkntountb STP

Ha nopTax, TakK Kak OHU ABJTAKOTCA B3aMMOUCKITHOHaLWNMN.

Nepr 1

PucyHok 11.7 — [lJo6asneHne ERPS
Tabnuuya 11.3 — NapameTpbl gobaeneHns ERPS

MapameTp DyHKLUUA

[Mone BBOOa vaeHTUdMKATOpa ONA CO34aHUS rpynnbl 3aLumThl,
pornyctumble 3HadeHna BBoda oT 1 go 64. HaxmunTte Ha
ERPS ID naeHTUuKaTop rpynnbl 3aWwmnThbl, YTOOLI NEPENTN Ha CTpaHULY
KOHourypaumn, 6onee nogpobHyt WMHGOPMALUIO CMOTPUTE
Huxe (PucyHok 11.8).

MNMone BBOAA BbIOpaHHOro NopTa KOMMyTaTopa ANs BbIMNONHEHWUS

(QZE;O/ ponn «Port0» B Tononormnm ERPS. Tonbko oguH nopTt
A KOMMyTaTopa MOXeT ObiTb BbibpaH [Af4 BbIMOSIHEHUS PONn
WEST nopT) | £gps port 0.
MopT 1 [Mone BBOAaA BbIGpaHHOro nopta KOMMyTaTopa Ans BbINOSTHEHUS
(BOETOK/ porim «Port 1» B Tononormn ERPS. Tonbko oanH nopTt
KOMMyTaTopa MOXET ObiTb BblOpaH ans BbINOSHEHUS POMn
EASTnopT) | ERps port 1.
'_'Opl\jlgPAPS PDU niopta 0 APS MEP.
PDU nopta 1 APS MEP. lockonbky Toneko ognH APS MEP
MobT 1 APS | CBA3aH CO B3aMMOCBA3AHHLIM BCTIOMOTraTeNbHBIM KOMbLOM 6e3
pMEP BUPTYyanbHOro KaHana, OH HacTpoeH kak «0» gns Takmx

9K3eMnnspoB Kosbua. «0» B 3TOM More ykasblBaeT, YTO C 9TUM
9K3emnnsipom He cessaH nopt 1 APS MEP.
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MapameTp PyHKUMA
MopT O SF M
MEP opt 0 SF MEP coobuaet 06 obHapyxeHune cbosi.
MopT 1 SF MEP coobluaeT 06 obHapyxeHue cbosi. [TockonbKy
[MopT 1 SF Tonbko oanH SF MEP cBs3aH ¢ B3anMocBsi3aHHbIM CY6KOSbLIOM
MEP 6e3 BMpTyanbHOro KaHamna, OH HacTpoeH Kak «0» ans Takux

Cliy4aeB Bbl30OBa.

Haxxmute Ha undpy B ctonbue «ERPS ID» gnsa nepexoga K OKHYy HACTPOMKMK

ak3emnngapa ERPS (Tabnuua 11.4).

Papamerps:

Keongurypayns ERPS X

Mapr 0 APS MEP Mopr 1 APS MEP Mapr 0 SF MEP MNopr 1 SF MEP Tun koAuus

6 9 10 1n 12 13 Major Ring

Bpewms Oxpakbl (Mc) Bpems WTR  Bpems sbikmaanna(mc) Bepous BoasparHein VLAN konmr.
500 Lmin (1] vl (
Mopt RPL Qumcrua RPL

nopra0 nopral  APS y APS nony Aps

] Moprd Moprl - WTR RPL Hu ogHere APS Mopr 0 Cratye Mepr 1 Cratye  FOP
He nony 6 POBKH Tpesora

OK SF L] o [ o . L Blocked Unblocked .

PucyHok 11.8 — HacTtpownka ak3emnnsapa ERPS

Tabnuuya 11.4 — NMapameTpbl kKoHpUrypaumm ERPS

MNapameTtp DyHKLMA
ERPS ID
MopT O
MopT 1 [MaHenb oTobpaxaeT paHee 3adaHHble
MopT 0 APS MEP napameTpbl, 6onee no,u,p%6Ho Kakabin
Moot 1 APS MEP napameTp onucaH B Tabnuue Bbilwe
MapameTpbl P (Tabnuua 11.3).

MopTt 0 SF MEP
MopT 1 SF MEP

Tun paboTbl 3aWNTHOrO KOMbLa:
Major ring — OCHOBHOE KOJ1bLIO;
Sub-ring — cybkonbLO.

Twn konbua

=l=]il=)
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MapameTp PyHKLMNA

HacTtpoeHo CTaTyc COCTOSIHMS.

[Mlone BBOOAA BPEMEHU WFHOPUPOBAHUS
yanom R-APS  coobweHnn  nocne

BOCCTaHOBIEHUA aBapuNHOro
COeINHEHMUS. Ncnonb3yeTcs ans
npenoTBpaLLeHns nosnydeHum

KONbLEBbIMM y3namu yCTapeBLUMX
COO0LEHNN R-APS. Korma  ysen
Bpemsa oxpaHbl oBbHapyxuBaerT, 4yTO aBapunHoe

(mc) coeanHeHne BOCCTaHOBUIIOCb, OH
(Guard Time) oTcbinaet coobuweHne R-APS PDU ¢ NR
drnarom n 3anyckaeT BpeMsa OXpaHbl
(Guard Timer). YcTaHOBNeHHOe BpemMs
JOIMKHO ObITb oonbLue, yem
MakcumMmarnbHas BO3MOXHad 3agepkka
nepegadn, B Te4YeHWe KOTOpPOW OOHO
R-APS coobuieHne obonageT BCe KONbLO.
Mo ymonyaHuio 3HayeHne — 500 mc.

N3 Bbinagatowero cnucka Bblbepute
BpeMs 00 BoccTaHoBneHus R-APS.
[MapameTp HyXeH Aansa Toro, YToObl

HacTponka
(HacTpoitka npeaoTBpaTUTb 4YacToe MnepekritoyeHne
ak3emnnspa) Bpema WTR RPL nopTta, ecnn coegnHeHne Ha KakoMm-

(Wait to restore) | To yyacTKe KomnbLa OYEHb YACcTO MeHSeT
COCTOSIHUE. Tanmep ncnonb3yeTtcsd
Tonbko yanom RPL_Owner. [JOCTynHbIN
ananas3oH 3HadeHunm 1-12 mMuH, no
YMOMYaHWIO0 3Ha4YeHne — 1 MUH.

[Mone BBOAA BPEMEHM MexOy TeM Kak
y3en obHapyxun aBapuio Ha OOHOM K3
CBOUX COEAVHEHWW [0 OTNpaBKN UM
coobweHuna Signal Fail (SF). OQuana3soH
3HayeHun ot 0 go 10 cekyHn C warom B
100 mc. lNo ymon4yaHuto 3HavyeHue — 0.

Bpewms
BbKuaaHus (Mc)
(Hold-Off Time)

3 BbliNnagalowlero cnucka Bblbepute
Bepcuto npotokona ERPS:

vl — nogaepxmBaeT TOMOMOMMIO C OOHUM
Bepcus KONMbLIOM:;

V2 — nogaepxmsaeT TOMOSIOrnIo

HECKONMbKMMW  KONbLIAMWU/MHOIMO3BEHHO
CXeMoMW.

C
"
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MapameTp PyHKUMA

[MocTaBbTe nepeknoyarenb B
3aBMCUMOCTN OT HaCTPOEK B COCTOSIHWE
Bkn./Bblkn.

— peBepcuBHbIN - pexum  ERPS
OTKITHOYEH;
@ ) —pesepcuBHbIN  pexum  ERPS
BKIHOYEH.

BosBpaTtHbIn
(peBepCuBHbLIN)

Haxmute kHonky «VLAN KOHQowur.» ans
co3ganma R-APS VLAN. Cosgaetcsa
VLAN ana nepepaun naketoB ERPS,
ANs KOHTPONS KonbLa WU NoAaepXKn ero
pabounx OyHKLMN.

B nosBMBLLUEMCSI OKHE HaXXMUTE KHOIKY
«[1obGaBuUTbY.

VLAN KkoHodur. | B none BBoaa BBeante Homep VLAN.

Kowgnrypaigus ERPS VLAN *

HacTtpouka
(HacTpowka
aK3emnnispa)

Yanmite ERPS VLAN

None — ponib RPL ansa kommyTtaTtopa He
BblbpaHa. YyacTBywwmMe B  KOnbLe
KOMMYTaTopbl, KOTOpble  HaxoaAaTcs
psaom ¢ Bnagensuem nnm cocegom RPL
B KOMbLE, HasblBAlOTCA Yy4acCTHUKaMU
konbua. OcHOBHasg  (PyHKUMA  9TUX
KOMMYTaTOpOB — nepecbinaTb
NOSTy4YeHHbIN TpadouK.

KoHdpurypauums
RPL (Ring RPL_Owner — koMmmyTaTtop HasHadaeTcs
Protection Ponb RPL Bnagensuem RPL. OtBevaeTr 3a
Link/Kanan 6nokuposky Tpadmka no RPL B
3awunTbl HOpManbHOM pexume paboTbl KU AN
KonbLa) pa3brnokMpoBaHng Tpadvka npwu

paspbliBe KonbLa.

RPL_Neighbour — kommyTaTop
Ha3Ha4yaeTcs «cocefoMm (cocenHun ysen
konbua)» RPL gna konbua. OTBevaeT 3a
bnokuposky cBoero koHua RPL B
HOPMarnbHbIX YCITOBUSIX.
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MapameTp PyHKUMA

None — nopT He BbIbpaH.

OavH 13 KOonbLEBbIX NOPTOB
Port0 KOMMyTaTopa HasHa4daeTcs
(3anag/ | KeK RPL-nopT (kaHan 3awuThbl
WEST konbua (Ring Protection Link,
RPL)). Tpadwuk Ha nopte
B6rnokupyeTcs npwu
HopManbHon paboTte. Ecnun
npon3onaeTr paspbiB  CBSA3U
KoHpurypauus Ha  Konbue, TO  4epes
RPL (Ring paboTaowun nopt Oyaer
Protection Nosly4eHo cnyxebHoe
Link/KaHan MopT RPL coobuieHne 06 obpbiBe 1 TEM
3awmThbl cambimv  RPL_Owner 06ypet

KosbLa) N3BELLEH, panee oynet
BKMOYEH 3a0MNOKMPOBAHHbLIN
Portl nopT.

(Boctok/ | TMNpwu BOCCTaHOBIEHUMU
EAST curHana Ha nopTy B
nopT) COCTOSAHUU «Down»
KoMmyTaTop Onokupyet ero
Ha BpeMms, yKasaHHOe B
napametpe WTR, 4yTtobbl npu
HecTabunbHOM curHane ¢
3TOro nopTa He NPUXOANIIOCh
MNOCTOSIHHO  nepecTpauBaThb
TOMOMOTNIo.

nopT)

BkntoueHme/BbikntovyeHne ounctkn RPL.
Ncnonb3yeTtcsa ana nometkn ERPS gnga

Ouuctka RPL N
yaaneHus npu cneayoLlen onepauumn

COXpaHeHUs.
None — komaHAa He BblbpaHa.
Manual Switch (MS) — komaHga
NpUHyaUTENbHOM  GNOKMPOBKM  nopTa
KomaHaa Komanaa ak3emnnspa BpydHyl. Kcnonbayetcs
aK3emnnspa npn cboe coeanHEHNA N NpU OTCYTCTBUM
HacTpoek «Forced Switchy.
Forced Switch (FS) — komaHpa

NPUHYOMUTENbHOM  ONOKMPOBKM  MopTa
ak3emnnapa. [lopT OGnokupyeTcs BHe
3aBMCMMOCTM OT TOro, npousollen nm
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MapameTp PyHKUMA
pa3pblB COEANHEHUSI, UITN HET.
Clear — komaHfa yaaneHust nocneacTaum
KomaHaa KomaHga nocrne npumeHeHnsa komaHga FS n MS.
aKk3emnnspa 3anyckaeT pPeBEPCUMBHOE MEpPEKIYEHNE
0o momeHTta ncredeHnsa WTR timer/WTB
timer B peBepcrMBHOM pexume paboThl;
3arnyckaeT pPeBEPCUMBHOE MEpPEKIYEHNE
B HEPEBEPCMBHOM pPeEXMME PaboThl.
None — nopT He BbIbpaH.
Ynpasnsowmmn PortO | MopTt0 wnu [llopt1 rpynnbl
nopT Portl 3aWunThl, K KOTOpOMY
NpUMEHSAETCS KomaHaa.
CoctosaHne ERPS B cooTtBetctBUM C
CocTosiHne o
SaLTbI Tabnmuamn nepexoga COCTOSIHAM B
G.8032.
CoctosiHne
nopta 0 OK — HopmarbHOe COCTOsIHUE;
CocTosiHne SF — cbon.
nopta 1
[lepenaBaeMble  TOYKM  gocTyrna B
MepepnaHo APS COOTBETCTBMM C Tabnuuamu nepexoaa
coctosHun B G.8032.
[MopT O .
nonyueHme APS PUHATbIE TOYKM [OCTyna Ha nopTy O
CocTosHme Mopr 1 mwm 1 B COOTBeTCvTBVIVI c Tabnuuyamu
aKksemMnnspa nonydenne APS nepexoga coctosaHun B G.8032.
OcTanocs WTR OcTaBLwmincs TanmayT WTR B
MUINIINCEKYHOAX.
RPL Touykn gocTyna npMHUMaroTca B paboyvem
pa3brnoknpoBaH | MOTOKeE.

Hu ogHoro APS
He Nosy4YeHo

MopT O cTtaTyc

CocTosiHne 6nokmposku nopta 0 unm 1
(cocTosiHMe ONOKMPOBKM Kak Tpadomka,
Tak n R-APS). Kanan R-APS Hukoraa He

BGOKNPOBKM
brokMpyeTca  Ha  BCroOMoOraTerbHbIX
MopT 1 cTtaTyc
konbuax 6e3 BUpTyanbHOro kaHana.
ONOKMPOBKU
FOP TpeBora Cbon coctosiHna npotokona (FOP).

=l=]il=)
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11.3 PACLUMPEHHBIE
11.3.1 Peako ncnonb3yemMbie

11.3.1.1LLDP
LLDP
Link Layer Discovery Protocol (LLDP) — npoTOkOn KaHanbHOro YpOBHS,

NO3BONSOLLNN ceteBoMy  00OpyaoBaHUIo onoseLwaTb obopynoBaHue,
paboTaluiee B nokarnbHONW CETU, O CBOEM CYLLECTBOBaAHMM U NepedaBaTb €My
CBOM XapaKkTEPUCTUKN, a TaKKe NnofnydaTb OT HEro aHanorn4Hble CBe4EHUS.

Ha npegcraBneHHoMm  uHTepdgence  (PucyHok  11.17)  ycTaHoBuTe
13 BblNagatoLLEro CnmcKka pexxmm oTrnpaBky 1 NpUemMa Ha KaHarn.

— Enable — BkntounTb Nnepenavy;

— Disable — oTkntountb nepenavy;

—Tx only — nakeTbl, ucxogswme C 3TOro noprta OyayT OTNpaBrieHbl
Ha obopyaoBaHue, paboTatoLliee B fIOKanbHOM CETY;

— Rx only — nakeTbl, Nony4YeHHble Ha 3TOM nopTe, OyayT oTnpaBneHbl

Ha obopynoBaHue, paboTatoLlee B JIOKanbHOM CeTU

BOLID BAICTROS NACTRGHID  FOCumpesiinis  ARMMHMCTRHR-Hie Pycoxwh - [+ ey ves oo

* Otayme upr LLOF coey
~ PRAKD HENQNIY#MLIE

FRPS

IGMP Snoopiag

Qa5
SHMP
DHCP

Prpancraop DHCH

PucyHok 11.9 — BkntoyeHune LLDP

BOLID BOLID SW-324 Bep.1 ALAP.203729.006 P3n ot 08.08.2024



BOLID SW-324 Bepcusa 1. PykoBoacTBO NO 3KcnsiyaTaumm 77

LLDP cocen
NHTepdenc nokasbiBaeT crnMcok obHapyxeHHbix no LLDP ycTtpouncts

paboTaloLmx BMECTE C KOMMYTATOPOM B NTOKaNbHOW CETW.

ERPS

ACL

Suugema ot neTems
Besessermen
1647 Shoaping
QoS

SNMP

DHCP

Perpascantop DHCR

I —
PucyHok 11.10 — O6HapyxeHue no LLDP

11.3.2 Tabnuua ARP

ARP (Address Resolution Protocol) — npoTokon Aans onpegeneHus
COOTBETCTBUSA MeXy Norm4eckum agpecom ceteBoro yposHs (IP) n dusmyeckmm
agpecom yctpounctea (MAC). Cama cBs3b Mexay OBYMSI YCTPOMCTBAMWU B CETU
NPOXOAUT Ha KaHalbHOM YpPOBHE.

Bca nngpopmauma o conoctasneHnn mexay IP-agpecamu n MAC-agpecamu
3aHocutcsa ARP-Tabnuuy kommyTaTtopa.

B Tabnuue MOXHO MPOCMOTPEeTb BCe CyLeCcTByWLWME 3anucu, yaoanutb

3anucu nnu nobaBuTb.

IO T e o

M4i1pM H

PucyHok 11.11 — ARP-Tabnuua
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11.4 AODOMUHUCTPUP-HUE
11.4.1 MNepe3arpy3Kka cucteMmbl

Haxxmute KHONKy «[llepesarpy3auTb» And MporpaMMHON nepe3arpysku

yCTpouncTBa.

PucyHok 11.12 — VIHTephenc nporpammMmHoON rnepesarpysku ycTponcraea

11.4.2 BoccT. «[1o ymon4yaHuio»
Mpn Haxatm kHonkun «[llo ymonyaHuo» BCe paHee YCTaHOBIEHHbIE

HacTponkn ©OyayT cOpollueHbl U  BOCCTAHOBMNEHbl 3aBOACKME  HACTPOWMKM

(Kpome ceTeBbIX HAaCTPOEK 1 Napons AaHHOro KoOMMyTaTopa).

PucyHok 11.13 — Cbpoc napameTpos

11.4.3 3aBOACKME HAaCTPOMKN

Cbpoc OO0 3aBOACKMX HACTPOEK BO3MOXEH MNpu MOMoLM KHOMKK cbpoca

«RESET» Ha nepegHeun naHenu.

llflll!lI|llItlIIIIIIIIIIIIIIIIIIII(IIII‘IIIII'III'llIIIIIIIlllIlllIllIIrllII'IIIIIIlII1|llllllrll!lllllltl'lllll
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PucyHok 11.14 — Cbpoc napameTpos

[nsa cbpoca:

1. MoaKnYMTE UCTOYHUK NUTAHNS N OOXKOMTECH 3arpy3ku YCTPOUCTBA.

2. Haxxmute kHonky «RESET» n yaepxusante ee B TedyeHne 5 — 15 cekyHA
[0 nepesarpysku.

3. Otnyctnte «kHonky «RESET». [lpouegypa cbpoca [0 3aBOACKUX

HaCTpOEK 3aBepLUueHa.
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11.4.4 HacTpouKkun ynpaBneHus

BHUMAHUE!

dann KoHUrypauum — COBOKYNHOCTb ~ HACTpOeK  Mporpammbl,
3ajjaBaeMble Mnosib3oBaTesieM, a TakKkKe NpouecC U3MEHEHUS 3TUX
HaCTpOeK B COOTBETCTBUM C HYXXJaMu NOSib30BaTeNS.

11.4.4.1 AMnopT HacTpoek
1. Haxmute kHonky «O630p» un Bbibepute anmn gna  3arpysku

COBOKYIMHOCTU paHee COXpPaHEHHbIX HAaCTPOEK.

2. Haxxmute kHonky «MIMnopTt HacTpoek» 1 nepesarpy3nte yCTPOUCTBO.

EGLD BulCTpaS MBCTRORKE  PRlusmpessiit  AAMIHACTRHP-HAS

PucyHok 11.15 — UmnopTt

11.4.4.2 3kcnopT
Haxmute KHOMKY «OKCnopT» AN CoXpaHeHusa anna KoHdurypaumm

(HacTpoek) kommyTaTopa.

PucyHok 11.16 — OkcnopT
11.4.5 O6HoBneHue MO

Ona obHoeneHna [0 HeobxoguMmo wMNoOpTMpPOBaThb hann MNPOLLUMBKM

Ha YCTPOWCTBO U HaXaTb KHOMKY «[poLuMBKay ANs cOXpaHeHus.

BHUMAHWE!
B npouecce obHoBneHust MO He oTkN4YanTe NUTaHue.
[MepesarpyanTe yCTPOMCTBO NOCre 3aBepLUeHns 0OHOBIEHNS.

b Touasans B o T

PucyHok 11.17 — O6HoBneHune MO
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11.4.6 3epkanupoBaHue

Ansa MoHuTOpuHra Tpaduka OOHOrO UMM HECKOSIbKMX MOPTOB BKIYUTE
dyHKUMIO 3epkanupoBaHus. MNMpuHUun paboTbl cocToMUT B AyGnmnpoBaHun Tpadguka
OAHOroO M3 MOPTOB Ha Apyron nopt. [Ona BKAYEHWA OaHHOW  (PyHKUUK
Heobxoanumo:

1. V13 BbinagatoLero cnmcka B cTpoke «Pexnmy BblbpaThb:

— OTKNIOYEH — PYHKUMNA 3epKanpoBaHUs OTKIIOYEHa;

— BkritoveH — oyHKUMS 3epKannpoBaHus BKIIOYEHA.

2. BoibepuTe nopT HazHayeHus Ansa 3epkanvpoBaHuS.

3. N3 Bbinagatowero cnucka Bblbepute «Disabled» n yctaHoBUTE ranoyky
B cTono6ue «HasHavyeHune».

. BO3MOXHO 3epkanmpoBaTb TONMbKO Ha 1 nopT.
4. Nanee BbiGepuTe MOPTbI, C KOTOPbIX OydeT 3epkanMpoBaTbCsA MaKeThl,

N YCTAHOBUTE PEXUM Nepedadn Konumm nakeTos.

— Disabled — Bce nakeTbl (tx 1 rx) He ByayT 3epkanMpoBaTbCS;

— Both—n MNONy4YeHHbIE U ncxogawme  nakeTbl nocbinarTcs
Ha Ha3Ha4eHHbIN NOPT (MOPT-3epKano);

— Tx only — naketbl, ucxogsawme ¢ 9TOoro noprta ©OyayT oOTnpasBfeHbl
Ha Ha3Ha4eHHbIM NopT (NopT-3epkano). lNony4Yaemble NakeTbl 3epKannpoBaTbCs
He OyAyT,;

— RX only — nakeTbl, MNOMNy4YeHHble Ha 3TOT MOpT, OyayT oOTnpaBneHbl
Ha Has3Ha4eHHbIM MopT (MopT-3epkano). Mcxooswme nakeTbl 3epKannpoBaTbCs

He OyayT.
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BGL D BucTpan nacTpoiixa  Pacumpesiieie  AQMIEHCTENE-HWE Pycond [+ #aoop u cucrewna

Taanky
Fox only

i Rxonly

b4
3
EREEREREEED

U Recuy

T
PucyHok 11.18 — 3epkanupoBaHue Tpadmka

11.4.7 Ping

Beeaoute IP-agpec LeneBoro ycTponcTea ANs NPOBEPKN BPEMEHU OTKIMKA

N OOCTYNHOCTW.

PucyHok 11.19 — ICMP Ping
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12 PABOTA C YTUINIUTOMU «BOLID VIDEOSCAN»

B cnyyae oOTCyTCTBUMA BO3MOXHOCTM [LOCTyna K MW3OeNnuio 4Yepes
BeG-UHTEphenc, a TaKke, ecnv Tekywmn IP-agpec ycTpomMcTBa HEW3BECTEH,
MOXHO Bocnosnib3oBateca ytunuton BOLID VideoScan. Ckadatb yTtunuty
Anst paboTbl BO3MOXHO Mo cebirike: https://bolid.ru/video/.

Mporpamma ytunutbl «BOLID VideoScan» ncnonesyetcs ans obHapyxeHus
Tekywero IP-agpeca yctpoucTtea B cetn, anda nameHeHuns |IP-agpeca, ynpasneHus

6a30BbIMW HACTPOMKaMK, a Takke Anst OGHOBNEHUS NporpaMmMHOro obecneveHus.

BHMAHUE!
Mpn pabote c¢ ytunmtom BOLID VideoScan wucnonb3yetcs
no ymon4yaHuio ums nosnib3oBatenss admin, napons — admin,
nopt 37777.

BoinonHme 3anyck ytunutel BOLID VideoScan, B OTKpbIBLLEMCH OKHe
BU3yanbHOro mHtepdenca nyHkra meHw «CeTb» mameHute |IP-agpec usgenus

N HaxXmute kHoMKy «CoxpaHuTb». Ha pucyHke (PucyHok 8.1) npefncrasrieHbl

6a3oBble napamMmeTpbl 4J194 NSMEHEHUA.

VIEED BEANG

Hsdaeso yrpRTE: 70 vl LMl Sor (AR Q Ciotecam| | [ Baog FincTRai Ty

Wz | Mo 2| Baapec | t1miERM F ae

! Macen nasce | 255.255.2520

1 L I i
| P |1 P —— a8
- | P camens 12 S 1 (-0}

woamen |13

haman & | o
g { 37717 — - (08 |

lwm | eamsnE |1

Somesesss) 0 Gomeemy) (e i e [Acamn |10 -

PucyHok 12.1 — Pa6oTa c BOLID VideoScan
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13 TEXHUYECKOE OBCITYXUBAHUE U NMPOBEPKA
PABOTOCINOCOBHOCTHU

TexHnyeckoe o0OCnyXuBaHMe KOMMyTaTopa [OMMKHO MPOM3BOAUTLCS
nmuamMn, UMELWUMN  KBannuUKaLMOHHYK Tpynny Mo anekTpobe3onacHoCTH
He HMWXKe BTOpon. ExerogHble U exemecsayHble paboTbl MO TEXHUYECKOMY
00Cny>XMBaHUO NMPOBOAATCSA COrNacHO MPUHATLIX U OENCTBYHOLLMX B OpraHM3aumnm
nonb3oBaTenst  pernameHToB UM HOpM  (NpM  OTCYTCTBMM B OpraHuMsauuu
nonb3oBaTens OEWCTBYIOWMX pPernameHToB W HOPM Anst paboT TEXHUYECKOro
obcnyxmnBaHusi, HeobxoaAnMMO npuBredYb HeobxoauMble ANS 3TOro0 opraHn3aumio
N CNeuMannucToB, UMEKLWKMX NpaBo, KBanudukauumio W ycrioBua Ans 3TOro),
N B TOM YMCNEe MOTyT BKIHOYaTb:

— [MpoBepky paboTocnocobHOCTM  M3Oenusi, COrfacHO  PYKOBOACTBY
No 9KcnnyaTauyuu;

— [NpoBepKy LEnoCTHOCTU Koprnyca, LEeNoCTHOCTb M3onsaumMmM  Kabens,
HaOdEXHOCTU KPENSIEHNN, KOHTAKTHbIX COEANUHEHWUIA;

— O4ncTKy Koprnyca OT NbIfn U rpsa3u;

— TecTupoBaHue KabernbHbIX JIMHUI CBA3WN U 3NEKTPONUTAHNS;

— O4YNCTKY N aHTUKOPPO3UIHYIO 06paboTKy 3MEKTPOKOHTAKTOB KabesibHOoro
NOOKMOYEHMS.

TexHudeckoe  obcnyxvmBaHue  OOMMKHO  UCKMAKYaTb  BO3MOXHOCTb
obpasoBaHMA KOHOEHcATa Ha KOHTAaKTax MO 3aBeplieHnio M B xoge pabot

TEXHNYECKOIro O6CJ'Iy>KI/I BaHUA.
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14 BO3MOXHbIE HEUCITPABHOCTU U CINOCOBbI UX

YCTPAHEHUA

BHUMAHWE!
3aTpyaHEeHUsX,
M aKkcnnyataummn wmsgenusa, obpaTtutecb B Cnyxby TexHU4ecKkown
nogaepxxkn BOLID:

Ten.: (495) 775-71-55;

E-mail: support@bolid.ru.

Mpw

BO3HMKAKOLWMX BO BPEMS  HACTPOWKM

[MepeyeHb HeucnpaBHOCTEM M CNOCOObI WX YCTpaHEHWA npeacTaBrieHbl
B Tabnuue Hmxe (Tabnuua 14.1).

Tabnuuya 14.1 — [NepeyeHb BO3MOXHbIX HEUCMPABHOCTEN

Cnocobbl n
BHelwHee nposaBrneHne | Bo3MOXHbIe NPUYUHBI nocnegoBaTenbHOCTb
HeucnpaBHOCTHU HEeMUCrnpaBHOCTHU onpeneneHus
HeucnpaBHOCTU
OTcyTCcTBYET CBEYEHME
HeT nutanus.
BCEX MHANKATOPOB
Kabenb nutaHna  HenpaBuMbHO  MNOAKIOYEH K
OTcyTCcTBYET CBEYEHME KOMMYyTaTopy.
NHOMKaTOpa NNTaHUS
MCcTOoYHMK nuTaHMsa He oTBe4vaeT TpeboBaHUAM
BXOLHOIO HanNpsXeHusi yCTPOnCTBa.
- MpoBepbTeE Kabenb
YacTu4yHbIN 06pLIB poBep
coenHeHus Ha

MopT He
yCcTaHaBnmBaeT
coefVHeHne, cBeYeHne
MHOMKaTopa He
npucyTcTByeT

kabens ’
YaCTUYHbIN 0OpbIB.

Y6eautecb B UCMPaBHOCTU

HeuncnpaBHOCTbL Kamepbl
Kamepbl.

[nnHa kabensa He OormkHa
npesbiwaTe 100 MeTpoB.

[MpeBblWweHne onnHbI
kabens

=l=]il=)
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15 PEMOHT

[Mpn BbISIBNEHUN HEUCMNPABHOMO U3AENUS €r0 HY>XXHO HanpaBUTb B PEMOHT MO
agpecy npegnpustua-nsrotosutens. OTnpasBka usgenua angd  nNpoBeaeHus
Tekywero pemoHTa odopmnderca B cootBetctBum ¢ CTO CMK 8.5.3-2015,
pasmeLlleHHOM Ha HaweMm canTe https://bolid.ru/support/remont/.

[Mpn HanpaBneHun M3genus B PEMOHT K HEMY obsA3aTenbHO OOMMKEH ObITb
NPUNOXEH aKT C ONUCaHMEM BO3MOXHOW HEWUCNPaBHOCTU, C OMNUCaAHUEM:
BO3MOXXHOW HEWUCMPABHOCTWU, CETEBOW HacTpoumku ycTtponctea (IP-agpec, macka
noaceTwn, Wk3), NPUMEHEHHbIE NIOTMH 1 NApOoSib.

Peknamauum HanpaenaTb NoO agpecy:

3A0 HBI1 «bonuag», 141070, MockoBckaa obnacte, r. Koponés,
yn. INnoHepckas, 4. 4.

Mpn  3aTpygHEHUAX,  BO3HUKLWIMX  MNPWU  3KCNnyaTauuum  U3genus,
pekomeHayeTca obpawatbCa B TEXHUMYECKYID MOAOEPXKY no  TenegoHy

+7 (495) 775-71-55 vinu no anekTpoHHOM noyTe support@bolid.ru.
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16 MAPKUPOBKA

Ha wu3gennax HaHeceHa MapKMpoBKa C YKasaHMEM HaMMeEHOBaHWS,
3aBOCKOro HOMepa, Mecsla M roga WX W3roTOBIEHUSI B COOTBETCTBUM
c TpeboBaHuamn, npegycmoTpeHHbiMn  TOCT P 51558-2014.  MapkunpoBka
HaHeceHa Ha nNuueBOn (OOCTYNHOM Ans ocMoTpa 6e3 nepemelleHna CoCTaBHOM
YacTu n3genunst) CTOpoHe.

MapkupoBka COCTaBHbIX YyacTeu n3genvs nocne XpaHeHUs,
TpaHCNOPTUPOBaAHMA WU BO  BpPeMda  9dKcnnyatauuMm  He  OcChblnaeTcs,

He pacnybiBaeTcsd, HE BblLIBETAET.
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17 YMNAKOBKA
M3penue u oKchfyaTauMoHHas AOKYMEHTaUMs ynakoBaHbl B KapTOHHYHO

KOPOOKYy.
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18 XPAHEHUE

XpaHeHne wu3genus B NOTpedutenbckonM Tape [JonyckaeTcsi TOSNbKO
B OTannmMBaeMbIX MOMELLEHUSIX npu Temnepatype oT nntoc 5 °C go nntoc 40 °C
N oTHOCUTENbLHOM BnaxHocTn 0o 80 % npu TemnepaTtype nntoc 20 °C.

XpaHeHne usgenus B ynakoBKe NpeanpusiTUS-M3roToBUTENS AOonycKaeTcs
Npn TemnepaTtype oOKpyxatowero Bosgyxa oT MuHyc 50 °C pgo nntoc 50 °C
N OTHOCUTENBLHOM BNaxHocTn 0o 95 % npu Temnepatype nntoc 35 °C.

B nomelleHnsax ona XpaHeHust He OOMKHO ObiTb NapoB KUCMOT, LLENOYeEn,

arpeccuBHbIX ra3oB U APYrnx BpeaHbIX MPUMECEN, BbI3bIBaAOLLNX KOPPO3MIO.
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19 TPAHCINOPTUPOBKA

N3penve HeobxoOMMO TpaHCMOPTMPOBATbL TOSIbKO B yNakoBaHHOM BUAE:
B HEMOBPEXAEHHON 3aBOACKOW YyMNakoBKE UMW B cneumanbHO npuobpeTEHHON
notpebuteneM TpaHCMOPTHOM YyrakoBke, obecnevnBalolWwlen COXpPaHHOCTb
n3genna  npuv nepeBo3ke.  TpaHCNOPTUPOBAHME  YMaKOBaHHbIX  U3OEeNuK
Npoun3BOaMTCA MNpu TeMnepaType OKpyxatwuwero Bosgyxa oT MuHyc 50 °C
po nnoc 50 °C 1 oTHOCUTENbHOM BRaxHocTm [0 95 % npu  Temnepartype
nntoc 35 °C  nobbiIM  BUOOM  KpbITbIX TPAHCMNOPTHLIX CPEeAcTB, He AonycKas
paspyLleHus nsgenus N U3MEHEHUS ero BHELLHero BMAa.
[Mpn TpaHcnopTpoBaHUN u3genue AoIMKHO obeperaTtbCs OT y4apoB, TOSYKOB,

BO34ENCTBMUA BNarn u arpeccuBHbIX NapoB 1 ra30B, Bbl3biBAOLLX KOPPO3UIO.
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20 YTUITU3ALUA

N3penve He npeacrtaBnsieT OMACHOCTU ANS XXU3HW, 300pOBbs Ntoaen
N OKpYyXKaloLen cpedbl B TeYEeHWEe cpoka Cnyxbbl M MOCRe €ero OKOHYaHus.
CneumanbHble Mepbl 6e30nacHOCTU Npu yTunmsaumm He TpebytoTcs. YTunmnsaumio
yCTponcTBa npuobpeTtatenb YCTPONCTBA BbINOMHAET CaMOCTOSTENbHO COrfacHo
rocydapCTBEHHbIX MpaBwun  (pernameHTa, HOpPM) caadn B Mycopocbop
Ha yTUNn3aumo, BbINOSTHEHWE YTUNM3auun ObITOBON 3MEKTPOHHON TEXHUKM,
BNOEO— N POTO— SNEKTPOHHOM TEXHUKN.

CopepxaHue gparoueHHbIX MaTtepuanoB: He TpebyeT yyéTa npu xpaHeHun,
cnncaHum n ytunusaumm (n. 1.2 FOCT 2.608-78).

CooepxaHue UBETHbIX MeTanmoB: He TpebyeT ydéTa npu cnmMcaHuu

N ganbHeuLwen ytunusaumm nsgenvs.
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21 TAPAHTUUN N3TOTOBUTENA
[FapaHTUNHBIN CPOK KCNyaTauum — 36 Mecqaues € AaTbl MPUOBPETEHMS.
[Mpn OTCYTCTBMM [OOKYMEHTA, MNOoATBepxAaatrowero dakT npunodbpeTeHus,

rapaHTUIAHbIA CPOK UCUYUCTIIETCS OT AaThbl MPOM3BOACTBA.
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22 CBEOQEHUA O CEPTUDPUKALIUA

N3penne cooTBeTcTBYyeT TpeboBaHMSIM  TEXHUYECKUX  pernameHToB
TamoxeHHoro coto3a TP TC 020/2011 «O 6e30nacHOCTM  HWU3KOBOSbTHOMO
obopyaoBaHusy, TP TC 004/2011 «OneKTpoMarHMTHas COBMECTUMOCTb
TEXHUYECKMX  CpeacTB» W UMeeT  Jeknapaumio O COOTBETCTBUM
N RU [J-RU.PA02.B.95113/21.

N3penne cooTeBeTcTBYeT TpeboBaHMAM  TEXHWYECKOro  pernameHTa
TP EA3C 043/2017 «O TpeboBaHMsax K cpeactBam obecnedyeHust MNoXXapHOW
B6esonacHOCTM UM NOXapOTyLEeHUA» U UMeeT cepTudukaT COOTBETCTBUA
Ne EASC RU C-RU.MMB68.B.01662/23.

N3pnenune cepTndunumpoBaHo Ha cOOTBETCTBME TPEBOBAHUSAM K TEXHUYECKUM
cpeactBam obecneyeHuss TpaHcnopTHOM 6e30MacHOCTM B COCTaBe CUCTEMbI
BugeoHabnoaeHnsa, Ne MBl P®$.03.000973.

BOLID BOLID SW-324 Bep.1 AL1P.203729.006 P3n ot 08.08.2024



BOLID SW-324 Bepcusa 1. PykoBoacTBO NO 3KcnsiyaTaumm 93

23 CBEOEHUA O NMPUEMKE
N3penune, kommyTtatop cetesom «BOLID SW-324» ALLOP.203729.006,
NPUMHATO B COOTBETCTBMM C 00A3aTeNbHbIMM TpebOBaHUAMM rOCYOAPCTBEHHbIX
CTaHOapToB M OEUCTBYHOLWEN TeXHUYEeCKOW OOKyMeHTauuu, Mpu3HaHO roLHbIM
K akcnnyaTtaumm 3A0 HBI1 «bonng». 3aBoackon HoOMep, Mecsl, U rof Bbirycka
ykasaHbl Ha Kopnyce msgenud, ToBapHbii 3Hak BOLID obos3HaveH Ha kopnyce

N yNakoBKe.
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NMPUNOXEHUE A
Tabnunua A.1 — Cnncok COBMECTMMBbIX KOMMNEKTHbIX SFP-moaynen
BOLID
BOLID SFP- | BOLID SFP- | BOLID SFP- | BOLID SFP-
Mopent SFPi%MM' GSM-3D GSM-3SA | GSM-3SB XMM-1D
dopm-dakTop SFP SFP SFP SFP SFP+
MponyckHasn 1 T6uT/c 1 T6uT/C 1 T6uT/c 1 T6uT/c 10 F6uT/c
CNnocoOHOCTb
OnvHa kabensa 550 m 20 km 20 km 20 km 300 m
Kon-Bo
ncnonb3yeMbIX 2 2 1 1 2
BONOKOH
Tun pa3béma LC/UPC LC/UPC LC/UPC LC/UPC LC/UPC
Tun
ONTOBOJNIOKOHHOIO MM SM SM SM MM
Kabens
Tx850/ Tx1310/ Tx1310/ Tx1550/ Tx850/
MapHocTb
Rx850 Rx1310 Rx1550 Rx1310 Rx850
HanpsikeHue 3,3B 3,3B 3,3B 3,3B 3,3B
nuTaHuA
”";%r"f:: OT-40°C | OT-40°C | OT-40°C | OT-40°C | OT-40°C
P no +85 °C no +85 °C no +85 °C no +85 °C no +85 °C
TeMneparyp
OtHocuTenktHas Ot 5 % ot 5% Ot 5 % Ot 5 % Ot 5 %
BNaXHOCTb
Bo3ayxa 0o 95 % 0o 95 % 0o 95 % 0o 95 % 0o 95 %
Fra6apuTHble 55,5x13,4x | 555x13,4x | 555x%x13,4x | 555x13,4x | 555x13,4x%
pasmMepbl 8,5 Mm 8,5 mm 8,5 Mm 8,5 Mm 8,5 Mm
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NEPEYEHbL TEPMUHOB U COKPALLEHWUW

ABTOMaTU3MpOBaHHOe paboyee MecTo — 3To paboyee MecTo
cneuvanuncTa, OCHalleHHOe MepcoHamnbHbIM  KOMMbIOTEPOM,

APM nporpamMmMHbIM obecneyeHnem n COBOKYMHOCTbIO
NHAPOPMALNOHHbIX pecypcoB NHOMBMAYANbHOrO nnu
KOMNSIEKTMBHOIO MOSb30BaHNSA
Web (naytMHa) — cCoOKpalwleHHoe anbTepHaTUBHOE Ha3BaHue

Be6 BcemupHon Cetn WHTepHeT, saBnswowen cobon cuctemy
B3aMMOCBA3aHHbIX 3a CYEeT CCbUIOK OTAenbHblIX Beb-cTpaHuy
N OPYrMx OOKYMEHTOB

M NHCTpYKUMS MO MOHTaXy

OoC OnepaunoHHas cuctema

Mo [MporpammHoe obecrnevyeHne

MK [MepcoHanbHbIN KOMMbLIOTEP

Myn Object pool — Habop roToBbIX K NUCMONb30BaHMIO OOBHEKTOB

PO PykoBoacTBO Mo aKcnnyartaumm
Cuctema KOHTPONS M ynpaBfieHNA LOOCTYNOM — 3TO KOMMSEKC

obopynoBaHusa, rnaBHas YHKUMS KOTOPOro — OrpaHuyeHue

CKy[ AoCTyrna Ha oxpaHsaembl 00bekT. OrnemeHTbl CKY[l o6begmHeHbI

B CeTb, KOTOpasa ynpasfisieTCa C NOMOLLbKO cneumann3npoBaHHOro
nporpaMmmHoro obopygoBaHns

AC Alternating Current — nepemMeHHbIN TOK

ARP Address Resolution Protocol — NpoTokon onpeageneHns agpeca

ACL Access Control List, cnncok koHTpons goctyna
Command Line Interface (uHTepdenc KomMaHOHOW CTPOKKU) —

CLI WHCTPYMEHT [Anga paboTbl nofib3oBatenisi ¢ MNporpammon C
MOMOLLbHO KOMaH[,

DC Direct Current — [10CTOSAHHbBIN TOK
Dynamic Host Configuration Protocol — NpoTokon aAnHamMnyeckoro

DHCP KOHurypupoBaHue xocta. ObecneunBaeT nonyvyeHne ceTeBbIMU

ycTponcTteBamu IP-agpecoB OT cepBepa B JIOKaribHOW ceTu

=l=]il=)
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DSCP

Code Point
ycrnyr) —  9nemeHT

Differentiated Services
AnpdepeHUnpoOBaHHbIX
KOMMNbIOTEPHbIX ceTen, OMNMUCbIBaOLLIUIA
MacwTabupyembli  MexaHu3M  Kraccudpmkaumm,
Tpadukom n obecrneveHuns KadecTesa obCnyXMBaHUS

(Touka Koga
apXUTeKTypbl
npocCToun
yrnpasrieHus

DNS

Domain Name System — Cuctema AOMEHHbLIX UMeH. Tabnuua
nepesoga UHTepPHET nMeH B IP-agpeca

Ethernet

NokanbHas ceTb, Ucnonb3yemasi Ana NOAKMYEHNs mexagy cobom
KOMMbIOTEPOB, MPUHTEPOB, paboymx CTaHuMi, TEPMUHANIOB W T.M.
B HacTosLLee BpeMda peanusyeTtcsa Ha 6ase kabenen Tvna «Butas
napa». CKopocTb nmepefaynm curHana cocTaBnsdeT OT LeCSTKOB
[0 TbiCAY Merabut B CEKyHAOY

ERPS

Ethernet Ring Protection Switching— ceTteBon npoTokon,
MCnonb3yLWunca ans npegorepaweHna obpasoBaHnd neTenb B
Tonosiormm Tuna «KonbLo» MeToaoM OTKITHYEHUS nopTta

HTTP

HyperText Transfer  Protocol -
rMNEePTEKCTOBbLIX JOKYMEHTOB

NpoTOoKON  nepepayu

HTTPS

HyperText Transfer Protocol Secure — PacwunpeHue npoToKon
nepegayn r’MNepTeKkCToBbLIX OOKYMEHTOB On4d nogaep>xKKkn
LWnppoBaHNA B Liensix NoBbleHnst 6e3onacHoOCTH

Identifier — ngeHTUdMKaTOP

IGMP

Internet Group Management Protocol ([MpoTtokon ynpaBneHud
roynnamn  WHTepHeTa) — MpPOTOKON YyrpaBneHus rpynnoBown
(multicast) nepepayen pgaHHbIX B CETAX, OCHOBaHHbIX
Ha npoTokornie IP. IGMP wucnonb3yetcsa mMapLuipyTusaTopamm
n IP-y3namu ans opraHvMsauum ceTeBbiX YCTPOMCTB B rpynnbl

Internet Protocol — mexceTeBon NPOTOKOJT

IPv4

Internet Protocol version 4 — 4eTBepTasi BepCUS UHTEPHET
npotokona. Lunpoko ucnonb3yembin Tun IP-agpeca, cocrtosawwmm
n3 4 6ant (32 6uT)

IPV6

Internet Protocol version 6 — wectas BepcUs UHTEPHET
npoTtokosia. HoBasi cuctema agpecaunm, B KOTOpPOW agpec
coctomnT 1u3 16 b (128 6uT)

LAN

Local Area Network/IlokanbHasga BblYUCIUTENbHASA CETb

=l=]il=)
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LACP

Link Aggregation Control Protocol — npoTokosn, npeaHa3HayeHHbIN
ana obbeguMHEeHUA HEeCKONbKUX (PU3NYECKMX KaHanoB B OOMH
noruyeckunn B cetax Ethernet

LLDP

Link Layer Discovery Protocol — npoTokon kaHanbHOro ypoBHA,
NO3BONSAOLLMM ceTeBOMYy obopynoBaHuto onoeeLwaTb
obopynoBaHue, paboTalowee B JIOKanNbHOW CETU, O CBOEM
CyWlecTBOBaHUN U nepefaBaTb €My CBOW XapaKTepUCTUKK, a
TaKKe NnoslyyaTb OT HEro aHarorn4yHble CBeAEHUS

MAC

Media Access Control — yHUKanbHbIN
npucBaMBaemMbli  ceTeBbIM  ajanTepam.
dun3nyeckoro agpeca cetTeBoro agantepa

ngeHTndukaTop,
Nrpaet ponb

MSTP

Multiple Spanning Tree Protocol (IEEE 802.15s)

Multicast

[lepenaya nakeToB C OAOHOrO yana CeTU Ha chneumguyeckyto
rpynny |IP-agpecoB, npuHaanexawmux pasHbiM nonyyatensm
AaHHbIX

MEP

Maintenance Entity Point — aBngaetcsa yacteto ERPS

PoE

Power over Ethernet — crangaptel IEEE 802.3af, IEEE 802.3at,
nossonstowmre nepegasatb No cetu Ethernet He Tonbko gaHHbIE,
HO M 3MEKTPUYECKNIN TOK

PQ

Priority queuing — cxema ynpaeBneHuda MNporpaMMHbIMU
oyepeasaMm B KOMIMbIOTEPHbIX CETAX, NPU KOTOPOM MNSIaHNPOBLLMK
obcnyxnBaeT oyepeaun ¢ 6onee BbICOKMM NPUOPUTETOM B yLLEPD
HU3KO-NPUOPUTETHLIM o4Yepeasm

QoS

Quality of Service - «kadectBO obcnyxusanusa. Habop
TexXHonorum, obecneynmBarOWmnX MNPUOPUTETHOE WCMONb30BaHME
KaHana cBs3u

RADIUS

Remote Authentication in Dial-In User Service — npoTtokosn gns
peanusaummn ayteHTudukauum, asTopusaumm n cbopa cesegeHun
00 Mcnonb3oBaHHbLIX pecypcax, paspaboTaHHbIN AN nepenayu
cBefeHNN MexXay LieHTpanbHou nnatgopmon n obopygosaHnem

RJ-45

Registered Jack 45 — cTaHOapTU3MPOBaAHHbLIA (PU3NYECKUI
ceTeBOM WHTepdEenc, BKNIOYAKLWNN OnucaHne KOHCTPYKLNK
obenx yactenm pasbémMa («BUMKU» U «PO3ETKM») N CXEMBbI
NX KOMMYTaUUWN. Ncnonb3yeTca ans coeuHeHus
TeneKoMMYyHUKaLMOHHOIo 0bopyaoBaHuUS

=l=]il=)
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Recommended Standard 232/Electronic Industries Alliance-232
RS-232 (EIA232) — Pekomengyembln ctaHgapt 232. UHTepdenc (Habop
pa3beEMOB, kabernen) ans nocnegoBaTesibHON Nepeaayn AaHHbIX

Rapid Spanning Tree Protocol — Bepcua npotokona STP
C YCKOPEHHOW peKkoHpUurypauuen gepesa, ncnonb3yoweroca ans
RSTP NCKIIOYEHNS neTenb (MCKNYeHus ayonmpyrowmx MapLupyToB)
B coeAnHeHusx kommyTtaTtopoB Ethernet ¢  agybnupyowmmm
ANHNAMU

Ring Protection Link — 3To KaHan 3awuTbl KOnbLa, KOTOPbIU
RPL BrnokupyeTca B COCTOAHUM MpoOCTodA. Mcnonb3yeTcd, 4TOObI
npegoTBpaTUTb 0bpasoBaHMe NeTnNn B MOCTOBOM Korbue ERPS

Small Form-factor Pluggable — npombiwneHHbIn cTaHgapT
SEP MOAYIbHbIX KOMMAaKTHbIX npuemMonepenaTtymkoB (TpaHCUBEPOB),

ncnonb3yembix  Ond nepegayn n npuema AaHHbIX
B TENNEKOMMYHUKaLNAX

Enhanced Small Form-factor Pluggable, SFF-8431, SFF-8083 —
NPOMbILLSIEHHbIN cTaHgapT MOAYIbHbIX KOMMNaKTHbIX
npuemonepenaTynkos  (TPaHCMBEPOB),  UCMONb3yeMbIX  AJIS
nepefayn AaHHbIX B TENEKOMMYHUKaumsix. PaclumpeHHas Bepcus
npuemonepenatymka SFP, cnocobHoro nogaepXuBaTb CKOPOCTU
nepegayvn gaHHblx ot ot 2,5 '6/c go 10 '6/c

SFP+

Simple Network Management Protocol (npocton npoTokon
SNMP CEeTeBOro ynpasfieHusl) — CTaHA4APTHbIA UHTEPHET-NPOTOKON AN
ynpaeneHus yctpouctBamm B IP-ceTsix Ha OCHOBe apXUTEKTyp
TCP/UDP

Secure Shell — 6esonacHaa obonoyka. CeTeBOM MPOTOKOJ
NPUKIagHOro YPOBHA, NO3BOMSAKOLWMA NPOM3BOOUTL yaaneHHoe
yrnpaBrieHne ornepaumMoHHON CUCTEMOW U TyHHenunpoBaHue TCP-
coeMHEHUN. [No3BonsieT 6e3onacHo nepenasaTtb
B HEe3alUMLLEHHON cpede npakTu4ecku nobon Apyro ceTeBou
NPOTOKON

SSH

Spanning Tree Protocol — ceTeBon MNPOTOKON (MK CEMENCTBO
STP CeTeBbIX MPOTOKOSOB) NpeAHasHaYeHHbIn ONA aBTOMaTUYEeCKOro
yaaneHna uuknoB (netenb KOMMyTauumm) u3 TOMOSIOrMU CETU
Ha KaHanbHOM ypoBHe B Ethernet-ceTax

Teletype Network — ceTeBOM nNPOTOKON ANs peanusauuu
TEKCTOBOr0  TepMMHarNbHOro  uHTepdemca no cetm (B
TELNET COBpeMeHHoM dopme — npu nomowm TpaHcrnopta TCP).
HassaHne «telnet» wumeloT Takke HeKoTOpble  YTUMUTHI,
peanunayroLline KNMeHTCKY YacTb NpoToKona
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TCP Transmissjon Control Protocol — T[lpoTtokon ynpaBneHus
nepenayen
User Datagram Protocol — [lonb3oBaTtenbCkun MNPOTOKON
UDP nepegadn. [lpoToKON nepegavn OaHHbIX, He Tpebyouwmmn

noarBepXaeHma rpnema nakeToB

VLAN Virtual Local Area Network — BupTyanbHasi rokarnbHasd
KOMMbOTEPHAs CEeTb

Weighted fair queuing (B3BelueHHas cnpaBeanueasi ovepenb) —
WFQ MEXaHW3M MNfaHUPOBaHUA NakKeTHbIX MOTOKOB [[aHHbIX C
pasfiMyHbLIMKN NpuopuTETaMn

8 Position 8 Contact - YHUPMUUPOBAHHLIN  Pa3bEM,
8P8C MCMNONb3yeMbIA B TernekoMMmyHukaumn. Kimeer 8 KOHTaKTOB
n coukcartop
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JINCT PETUCTPALIMU USMEHEHUI
Homepa nuctos (cTpaHuu) Bcero ongfu.wlm
Ne AHHYIIN fvcros Ne con o;o n- | MNoa-
N3me-| N3me- | 3ame- y (cTpanuy) | ooky- PosoA A HaTta
. . HoBbIx poBaH- TellbHOIro NMNCb
HEeHWA | HEHHbIX | HEHHbIX B OOKYy- MEeHTa
HbIX OOKYyMEHTa
MEHTe
n garta
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